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1 Security Target Introduction

This section identifies the Security Target (ST), Target wdld&ation (TOE), ST conventions, ST conformance
claims, and the ST organization. The TOE is the ConneetDwith Secure+ Option v4.5 on IBM OS/390 and
z/OS. This ST is the basis for agreement between developehsatews, and consumers on the security properties
of the TOE and the scope of this evaluation. The audiencthifoIST is not only the Common Criteria (CC)
evaluators but also developers and those responsible foragirghinstalling, configuring, operating, and using the
TOE.

This ST contains the following sections:

o0 Security Target Introduction (Section-1)Provides a brief summary of the content of the ST anttiles

the organization of other sections of this document.

0 TOE Description (Section 2} Provides an overview of the TOE security functions describes the

physical and logical boundaries of the TOE.

o Security Environment (Section 3)Describes the threats, organizational security policies anchpiens

that pertain to the TOE and the environment.

o0 Security Objectives (Section 4) Identifies the security objectives that are satisfied byltbE and the

environment.

o Security Requirements (Section 5)Presents the Security Functional Requirements (SFRsyeqdtity

Assurance Requirements (SARs) met by the TOE and theoament.

o TOE Summary Specification (Section-6Describes the security functions provided by the TOgatisfy

the security requirements and objectives.

o Protection Profile Claims (Section #)Provides the identification of any ST Protection Peoflaims and

the justification to support such claims.

o Rationale (Section 8) Presents the rationale for the security objectives, regamsmand the TOE

summary specifications as to their consistency, completaaessuitability.

o Acronyms (Section 0} Defines the acronyms used within this ST.

1.1 Security Target, TOE and CC ldentification

Table 1: ST and TOE ldentification

Sterling Commerce, Inc.

ST Title Connect:Direct with Secure+ Option v4.5 on IBM OS/390 and z/OS
Security Target
ST Version 0.1
ST Version 0.1 9/5/2006
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ST Date September 5" 2006
TOE Identification Connect:Direct with Secure+ Option v4.5 on IBM 0S/390 and z/OS

Common Criteria for Information Technology Security Evaluation, Version 2.3,
Common Criteria August 2005; Parts 2 and 3 (aligned with International Standards
(CC) Identification Organization 15408:2005). See section 1.2 for more details regarding the

TOE'’s conformance to Common Criteria.

Evaluation Assurance Level (EAL) 2 augmented with ALC_FLR.2 (Flaw

Assurance Level

reporting procedures)
Operating System IBM OS/390 and z/OS 1.6

Keywords file transfer, secure file transfer, SSL, TLS

1.2 Conformance Claims

This Security Target covers the Sterling Commerce, Inc. Cofnestt with Secure+ Option v4.5 on IBM OS/390
and z/OS. This ST is conformant to Common Criteriariorimation Technology Security Evaluation, Version 2.3,

August 2005. It is conformant to Part 2 extendedRenrd 3 augmented.

Sterling Commerce, Inc.’s Connect:Direct with Secure+ Op8dreing evaluated to Evaluation Assurance Level 2
(EAL2) augmented with ALC_FLR.2 under the Canadian Comr@oiteria Scheme (CCS) using the Common
Methodology for Information Technology Security EvaluatiBmaluation methodology, Version 2.3, August 2005.

This ST does not claim conformance to any Protection Profile.

1.3 Strength of Environment

The Evaluation Assurance Level chosen for this evaluatioh @&igmented with Flaw Remediation (EAL2+).
EAL2+ was chosen to provide a low to moderate level ofpaddently assured security based on availability of the
complete development record from the vendor. The chosen asslearl is consistent with the postulated threat

environment.

1.4 Conventions

There are several font variations used within this S€&leced presentation choices are discussed here to aid the

Security Target reader.

The CC allows four operations to be performed on secwifuirementsassignmentrefinement selection,and

iteration. The following operations are used within this SThe§e operations are presented in the same manner in

ST Version 0.1 9/5/2006
Page 7 of 68
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which they appear in Parts 2 and 3 of the CC with thewiong exceptions:
» Completed assignment statements are identified usaligiged text in brackels

» Selections are identified usintiglicized and underlined text in brackets]

» Refinements are identified usibgld and italicized text

» lIterations are identified by appending a letter in pareigfelowing the component title. For example,
FAU_GEN.1(a) Audit Data Generation would be the firgration and FAU_GEN.1(b) Audit Data

Generation would be the second iteration.

ST Version 0.1 9/5/2006
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2 TOE Description

This section describes the TOE as an aid to understandingptteral capabilities and security provided by the TOE.
The TOE description provides the boundary of evaluatetgiling what is being evaluated and what is outside the

scope of evaluation.

2.1 Product Type

The Connect:Direct with Secure+ Option (C:D SP) is an apjuitdbat enables secure peer-to-peer file transfer
over an insecure network. For this evaluated TOE cordfiigur, the targeted platform is IBM 0S/390 and Z/0S
The application consists of two major components:

» Connect:Direct server application

* Connect:Direct Secure+ security enhancement application

The evaluation addresses the configuration of the productbwith Connect:Direct Server and Connect:Direct

Secure + installed onto a dedicated computer.

2.2 Product Description

C:D SP provides server-based software file-transfertisaki for high-volume applications. C:D SP installations
perform periodic, high-capacity file transfers between spec#iwess, often for financial services or federal
government applications. The Transport Layer Security (Fic8ocol is used to perform authentication between
servers, and to provide an encrypted channel over whiclrdifsfers are performed. This provides security to

protect against eavesdropping, tampering, and message forgery.

Connect:Direct (C:D) is a peer-to-peer solution, therefoeeSecure+ option must be installed at both end points in
order to use cryptography. It is often the case, howghat,an organization will require robust security during

some file transfers while others may be transferred “in the clbacause the network between them is considered
secure or because the nature of the data does not require prote€tD SP supports these secure and non-secure

data exchange scenarios. Figure 1 illustrates variousegto deploying C:D SP within an e-business comiguni

'From here on IBM 0S/390 and z/OS platforms willsiraply referred to as IBM mainframe, unless exijaieeded
ST Version 0.1 9/5/2006
Page 9 of 68
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- Leased Line or - o
\ Private Network ﬂ
\
Internet
- External
~ Constituencies
ﬂ Internal N

Systems

s Clear-text transmissions only over secure lines
Both secure and clear-text transmissions configured
= Secure transmissions only ‘ Secure+
m——— C|ear-text transmissions only over public network I > CONNECT:Direct

Figure 1: C:D SP Deployment Scenario within an E-business Community

The C:D SP server executes statements and commands sultimétegh the user interfaces listed below:

Applications Programming Interface (API): The API enables third parties to write programs that
work with C:D SP. Through this connection users andimidtrators issue commands to a C:D SP
server application.

Command Line Interface (CLI): The CLI allows users and administrators to accessGid SP
server application. With the CLI users and administraiogsable to issue C:D SP commands, monitor
jobs, and display job statistics.

Interactive User Interface (1Ul): IUI allows users and administrators to buitdibmit, and monitor
C:.D SP jobs from an IBM mainframe terminal or with a tewah emulator running from a PC
workstation. An administrator can perform tasks, suchi@sing and changing the remote server
information or initialization parameters.

Browser User Interface (BUI): The BUI allows users and administrators to husdibmit, and
monitor C:D SP jobs from an Internet browser, such &sddoft Internet Explorer. An administrator
can perform tasks, such as viewing and changing the remater seformation and initialization
parameters.

SPAdmin Tool: This is the interface through which an administratol sét up the secure connection

parameters for C:D SP.

ST Version 0.1 9/5/2006
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2.3 TOE Boundaries and Scope

2.3.1 Physical Boundary

The physical boundary of the TOE is around the C:D SHcapioins. It includes the following components:
*  SPAdmin
« CD
* Secure+
»  Cryptographic Toolkit
» Stat Manager

Figure 2 illustrates the physical scope and boundary af@teand TOE Environment.

Console

Peer-to-Peer Remote C:D SP

SPAdmin C:D I

Secure+

Cryptographic Toolkit

Stat Manager

_——— — — — — — — — — — — — — TOE Component
_ TOE Interfaces
Operating System
Environment

Figure 2: TOE Physical Boundary

ST Version 0.1 9/5/2006
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C:D, Secure+, and SPAdmin

C:D and Secure+ are discussed in section 2.2. The admtioisiises SPAdmin to communicate with and configure
Secure+ options. These are the core components of theah@Epmbined they provide the functionality required

for secure file transfer operations.
Stat Manager

The Stat Manager is a component of the TOE which is resperisibcollecting audit information about the user

activities and file transfer operations.
Cryptographic Toolkit

All cryptographic operations within the TOE are perfedtby the IBM SSL toolkit which relies on a cryptogrigph
hardware module within the mainframe. This module musinblled by an authorized vender of the IBM

mainframe systems. This cryptographic toolkit is FIR8-2 validated.

2.3.2 TOE Environment Requirements

The TOE is installed on servers that are located in an inteehabrk behind perimeter defenses. The essential

physical components for the proper operation of the TQRerevaluated configuration are:

» TOE software running on machines compliant to minimuguirements as stated in Table 2.

» [Ul access inside the protected network for IBM mainframe adtratisn of the TOE compliant to the

minimum requirements as stated in Table 2.
Table 2 shows machines compliant to minimum requirementgh@h to install and run the TOE process.

Table 2: TOE Environment Minimum Requirements

It is detailed in the “Planning the Installation” chapter of
the “Installation Guide” under the heading, “Planning

DASD Requirements” on page 4.

Processor See statement above.

ST Version 0.1 9/5/2006
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Operating System IBM OS/390 and z/OS 1.6

Disk Space It is detailed in the “Planning the Installation” chapter of
the “Installation Guide” under the heading, “Planning

DASD Requirements” on page 4.

Display IBM mainframe operator console, terminal, or a

terminal emulator from desktop a workstation.

Other Requirements Crypto chip

2.3.3 Logical Boundary

The security functional requirements implemented by the &@Fusefully grouped under the following Security
Function Classes:

» Security Audit

» Cryptographic Support

» User Data Protection

» Security Management

» Protection of the TOE Security Functions

* Resource Utilization

* Trusted Path/Channel

Security Audit

The TOE logs critical security functions related to user datgegtion and security management. Audit records are
generated by the TOE when users or administrators saljotit or change the configuration. A job is a request for
an authorized file transfer. Data related to jobs such asaher®f the job, the status of job, and queue position is
written into log files by the Stat Manager. Data relatinggecific file transfers, such as progress of file transfer,

success or failure, is also gathered. The log files aredsiothe TOE environment.

Audit data can be reviewed by an administrator or a uger.administrator can restrict a user’'s access to have
limited or no audit viewing privileges. The audit data tisatollected can be included or excluded based on the
types of commands that are issued to the TOE. For exasafet statistics’ is a command that can be audited or

not. This configuration option is set by an administtatAudit data about file transfer operations can be viewed

ST Version 0.1 9/5/2006
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from the BUI, 1UI, and CLI.

Cryptographic Support

The TOE uses TLS to establish a secure communication cHagtaalen a remote system running C:D SP and itself
before authorized file transfers can begin. During the Tl®istzake the TOE and the remote C:D SP mutually
authenticate. The servers then agree on cipher suites and exehkeéyg which is used as the shared secret during
the session. The files are then transferred protected by Heys are generated and destroyed securely. All

cryptographic operations are performed by a FIPS 140i@ated cryptographic module.

User Data Protection

The user data the TOE is protecting are the transferred filsers authenticate with the TOE environment and
submit jobs to the TOE. Jobs specify the file name, lotatiad a remote C:D SP node. From a job request, the
TOE will determine whether there is a valid entry in the adigtsor the remote C:D SP node. If so, then the TOE
and the remote C:D SP node will mutually authenticate.nThe remote C:D SP node will determine if the TOE
user who submitted the job is allowed access to it. lfitgthaccess, then the TOE can service user requests to

either receive or transmit files.

Security Management

The TOE allows a user who possesses the appropriate pes/ilegperform management functions. Only authorized
TOE users can access management functionality. They mushticdte with the TOE environment before they

can access this TSF.

TOE users can take three roles:

« Administrative users access the software to configure themsystpdate network maps, update security
parameters, start and stop the system, create new users igndpasgeges, submit jobs, and monitor all
activity on the server.

» Users can submit jobs, monitor jobs, and view statisézted to their own jobs. A user cannot monitor
the jobs of another user.

» Console operators can access the TOE from a console terminatnpeif the duties of a user, and can
shutdown the TOE.

ST Version 0.1 9/5/2006
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Protection of TOE Security Functions

Non-bypassability of the TOE is provided by basic @unfation and enforcement of the security policy rul@e
user and administrators’ machines are located on the proteetesrk. Administrators must successfully
authenticate themselves before performing any security managempalicy changes to the TOE. The security
policy rules enforced by the TOE are applied to the C:D&Rat every file transfer occurs within the constraints

of the policy rules.

The TOE runs only processes that are needed for its pespeution and does not run any other user processes.
Portions of the TOE self-protection enforcement (e.g., apgihysical tampering) are ensured by the TOE
environment. In particular, it is assumed that the seivesting the TOE on the protected network will remain
attached to the physical connections made by an authorized silatori responsible for the proper installation of
the TOE so that the TOE cannot be bypassed.

Resour ce Utilization

The TOE provides the means to utilize resources when ieistipg on objects for file transfer. The TOE is able to

manage utilization of these resources because it services j@usdratheir priority and their position in the queue.

Trusted Path/Channe

The TOE provides the means to establish a trusted path betweermodes. The TOE uses TLS to establish the
trusted path with a remote server. The TLS protocol's atuauthentication is performed as part of the TLS
handshake that initiates a secure communication sessionsebige communication session is the trusted path that

is used to transfer files between the TOE and a remotes@:Berver.

2.3.4 Exclusions

The following features are not part of the evaluated TOE goration:
»  Strong Access Control
» File Agent
e  Station to Station (STS) protocol
» Secure Socket Layer (SSL) protocol

Proxy Access Control

ST Version 0.1 9/5/2006
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The TOE can use a form of proxy identification and authemicatin this mode a user is given a unigue username

and password which are then mapped onto username and pisswown to the operating system in the TOE

environment. This means that users do not need to be gresh @ccess to accounts on the underlying operating

system. This mode is not included in this evaluation.

File Agent

File Agent is an application integration product. It workh files in one or more monitored directories. The Fil
Agent scans these directories for new files. When a filetiscted in a watched directory, File Agent either submits
a default job to the C:D or performs the actions specifiethe rules for the file. The File Agent is not pafthe

evaluated TOE configuration.

ST S Protocol

C:D SP has the option to use STS for file transferatfmars. STS is a Sterling Commerce, Inc. proprietaryopodt

that includes a variation of the basic Diffie-Hellman protoc8ITS enables one to establish a shared secret key
between two C:D nodes with mutual authentication. To leare about this protocol, refer to the
“Connect:Direct® Secure+ Implementation Guide” Chapter 1. N8 protocol is not part of the evaluated TOE

configuration.

SSL Protocol

C:D SP has the option to use SSL as the secure communicatonel for file transfer operations. The SSL

protocol is not part of the evaluated TOE configuration.

ST Version 0.1 9/5/2006
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3 Security Environment

This section describes the security aspects of the environmevitich the TOE will be used and the manner in

which the TOE is expected to be employed

3.1 Secure Usage Assumptions

This section contains assumptions regarding the securifyoement and the intended usage of the TOE. The
operational environment must be managed in accordance withmdatation for delivery and operation. The
following specific conditions are required to ensure tkeeusty of the TOE and are assumed to exist in

environments where this TOE is employed:

Table 3: Assumptions

IDENTIFICATION DESCRIPTION

A.MANAGE There are one or more competent individuals asdigmenanage the TOE and

the security of the information it contains.

A.NOEVIL Administrators are non-hostile, appropriately temin and follow al

administrator guidance.

A.PHYSICAL Physical security will be provided for the TOE atsenvironment.

3.2 Threats to Security

A threat consists of an agent, an asset, and an attackeatloriginate from two types of threat agent: an
unauthorized individual and a TOE user. An unauthorirdividual has a high motivation to do harm to the TOE
but has low skills and resources. These offset and resaltlinv threat classification. A TOE user has low
motivation to do harm to the system and limited resourddseir knowledge of the TOE gives them high skills.

These offset and result in a low threat classification.

Table 4 identifies the threats to security.

Table 4: TOE Threats

IDENTIFICATION DESCRIPTION
T.UNAUTH An unauthorized individual may breach the confitity or integrity of data transferred between TOkE
T.HOG A TOE user may prevent high priority tasks frontuing by using too many system resources to

process low priority tasks.
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3.3 Organizational Security Policies

Table 5 identifies the Organizational Security Policy thatTOE helps to enforce.

Table 5: Organizational Security Policies

IDENTIFICATION DESCRIPTION

P.VALIDATED_CRYPTO | The TOE shall provide cryptographic functions fisréwn use. These functions will be proviged

by a FIPS 140-2 validated cryptographic module.
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4 Security Objectives

This section identifies the security objectives for theET&hd its supporting environment. The security objectives

identify the responsibilities of the TOE and its enviremt in meeting the security needs.

4.1 Security Objectives for the TOE

This section describes the security functionality thab iset achieved by the TOE. Security objectives for the TOE
map to threats addressed by the TOE.

The TOE satisfies the following objectives.

Table 6: Security Objectives for the TOE

IDENTIFICATION DESCRIPTION

O.ADMIN The TOE must provide a secure method of adminiggatontrol of the TOE, ensuring that TQE

users with the appropriate privileges, and onls¢h€OE users, can exercise such control.

O.AUDIT The TOE must provide a robust means of recordicgrig relevant events in sufficient detail|to

help TOE users detect attempted security violations

O.VALIDATED_CRYPTO | The TOE shall provide cryptographic functions fisréwn use. These functions will be provided
by a FIPS 140-2 validated cryptographic module.

O.PROTECT The TOE must protect transmitted files from unavittenl reading or modification.
0.BYPASS? The TOE must ensure that the TSF cannot be bypassed
O.PRIORITIZE The TOE must be able to allocate resources baséukqpriority of the task.

4.2 Security Objectives for the TOE Environment

The Security Objectives for the TOE Environment describeottjectives which must be satisfied if the TOE is to

operate securely.

2 Application Note: Preventing bypass involves ensuringftles which appear to be sent through the TOE
are really subject to the TOE's security policies and mechanisThis depends on the underlying OS in
the environment preventing other subjects from bypassed @E application (hence OE.BYPASS) and
the TOE application ensuring that all it's security medkars are invoked and succeed each time the

system is used (hence O.BYPASS).
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The TOE Environment satisfies the following IT securibyeatives

Table 7: IT Security Objectives for the TOE Environment

IDENTIFICATION

OE.I&A

DESCRIPTION

The TOE environment must uniquely identify all sseand will authenticate the claim

identity before granting a user access to the T@Erasources protected by the TOE.

OE.TIMESTAMPS

The TOE environment must provide reliable timestarfigp the use of the TOE.

OE.BYPASS?

The TOE environment must ensure that the TSF camblypassed.

ed

OE.AUDITPROTECT

The TOE environment must protect audit files fronauthorized modification or deletion.

The TOE Environment satisfies the following non-IT ohijesd.

Table 8: Non-IT Security Objectives for the TOE Environment

ne

=
<

nd

IDENTIFICATION DESCRIPTION
OE.MANAGE Sites deploying the TOE will provide competent T@&ministrators who will ensure t
system is used securely.
OE.NOEVIL Sites using the TOE shall ensure that TOE admatists are non-hostile, appropriat
trained and follow all administrator guidance.
OE.PHYSICAL The TOE will be used in a physically secure sitat throtects it from interference aj
tampering by untrusted subjects. .
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5 Security Requirements

This section defines the SFRs and SARs met by the TOEeseThequirements are presented following the

conventions identified in Section 1.4.

5.1 TOE Security Functional Requirements

The following table provides a summary of the securitycfiamal requirements implemented by the TOE. The
majority of the SFRs are drawn from Common Criteria Rarbut the Explicit TSF domain separation SFR
(TOE_SEP_(EXP).1) is explicitly stated.

Table 9: Functional Requirements for the TOE Mapped to ST Operations

P55
Description . 2 -

FAU_GEN.1 Audit data generation v v
FAU_SAR.1(a) Audit review v
FAU_SAR.1(b) Audit review v

FAU_SEL.1 Selective Audit 4 v

FCS_CKM.4 Cryptographic Key destruction v

FCS_COP.1 Cryptographic Operation 4

FDP_ACC.1 Subset access control v

FDP_ACF.1 Security attribute based access control 4

FDP_ITC.1 Import of wuser data without security v

attributes

FDP_UCT.1 Basic data exchange confidentiality v v

FDP_UIT.1 Data exchange integrity 4 4

FMT_MOF.1 (a) Management of security functions behaviour | v v v
FMT_MOF.1 (b) Management of security functions behaviour | v/ v v
FMT_MSA.1 Management of security attributes v v

FMT_MSA.2 Secure Security Attributes
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Security Target

c § E
2 a2 s
E 5 2 B
o) n = -
- ” 2 e =
Description

FMT_MSA.3 Static Attribute Initialization 4 v

FMT_MTD.1 Management of TSF data v v

FMT_SMF.1 Specification of management functions v

FMT_SMR.1 Security roles v

FPT_RVM.1 Non-bypassability of the TOE Security

Policy (TSP)

FRU_PRS.1 Limited Priority of Service v

FTP_ITC.1 Inter-TSF trusted channel v v

TOE_SEP_(EXP).1 | Explicit TSF domain separation

Section 5.1 contains the functional components from theP@@ 2 with the operations completed.

conventions used in performing CC operations pleaseteefsction 1.4.
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5.1.1 Class FAU: Security Audit
FAU_GEN.1 Audit Data Generation
FAU _GEN.1.1
The TSF shall be able to generate an audit record of tloevfolj auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for thept specifietilevel of audit; and
c) [All audit events detailed in Table]10

FAU_GEN.1.2
The TSF shall record within each audit record at least thenfiolg information:

a) Date and time of the event, type of event, subject identity tla@ outcome (success or failure) of the
event; and
b) For each audit event type, based on the auditable event defnibf the functional components

included in the ST, [no additional information].

Table 10: Audit Events

Start-up and shutdown of audit functions

Submitting commands to the TOE through BUI,
IUI, and CLI

Identification to the TOE through BUI, 1UI, and
CLI.

Modification made through BUI, 1UIl, and CLI

functions

File Transfer operations

Dependencies: FPT_STM.1 Reliable time stamps
FAU_SAR.1(a) Audit Review
FAU_SAR.1.1(a)

The TSF shall providetie administrator with the capability to readall audit informatior) from the audit
records.
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FAU_SAR.1.2(a)

The TSF shall provide the audit records in a manner seifabthe user to interpret the information.
FAU_SAR.1(b) Audit Review
FAU_SAR.1.1(b)

The TSF shall providelje restricted usémwith the capability to reada]l audit information relating to that

users action$ from the audit records.
FAU_SAR.1.2(b)

The TSF shall provide the audit records in a manner saitabthe user to interpret the information.

Dependencies: FAU_GEN.1 Audit data generation
FAU_SEL.1 Selective Audit
FAU SEL.1.1

The TSF shall be able to include or exclude auditable eventstifmet of audited events based on the

following attributes:
a) [event typg
b) [Nong.

Dependencies: FAU_GEN.1 Audit data generation, FMT_MTD.1 Management of TSF data
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5.1.2 Class FCS: Cryptographic Support

FCS COP.1 Cryptographic operation

FCS COP.1.1

The TSF shall performligt of cryptographic operations - see table bdlowaccordance with a specified

cryptographic algorithm dryptographic algorithm — see table belownd cryptographic key sizes

[cryptographic key sizes — see table bélthat meet the following:tandard — See table belpw

Cryptographic

Operations

Digital signatures

Table 11: Cryptographic Standards

Cryptographic
Algorithm

Digital Signature
Algorithm (DSA)

Key Standards
Sizes (Certificate #)
(NS}

1024 | FIPS 186-2 (certificate
#129, 130, 131)

Rivest, Shamir,

Adleman (RSA)

1024, | PKCS#1 (certificate #55,
2048 |56)

Triple DES (Electronic
Code Book (ECB),CBC

modes)

168 |FIPS 46-3 (certificate #319,
320, 321, 322, 323, 325,
326)

Advanced Encryption

Standard (AES) (ECB,

128, |FIPS 917 (certificate #229,
192, |230, 231, 232, 233, 234,

CBC modes) 256 |235)
Hashing Secure Hash 1 (SHA -1) [ NA FIPS 180-2 (certificate
#308, 309, 310, 311, 312,
313, 314)
MAC Hashed Message 160 |FIPS 198 (certificate #41,

Authentication Code

(HMAC) with SHA-1

42, 43, 44, 45; SHA-1
certificate #308, 309, 310,

311, 314 respectively)
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Dependencies. FDP_ITC.1 Import of user data without security attributes, FCS CKM .4 Cryptographic key
destruction, FMT_M SA.2 Secure security attributes.

FCS_CKM.4 Cryptographic key destruction
FCS CKM .4.1

The TSF shall destroy cryptographic keys in accordance witteeified cryptographic key destruction
method Feroization} that meets the followingHIPS 140-2.

Dependencies. FDP_ITC.1 Import of user data without security attributes, FMT_MSA.2 Secure security

attributes
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5.1.3 Class FDP: User Data Protection

FDP_ACC.1 Subset access control

FDP_ACC.1.1
The TSF shall enforce th8 ECURE FILE TRANSFER SFéh
[a)Subjects: Processes;
b) Objects: Files;

c) Operations: copy.

Application Note: The subjects are processes running®i @E acting on behalf of an authorised user.
Dependencies. FDP_ACF.1 Security attribute based access control
FDP_ACF.1 Security attribute based access control
FDP_ACF.11
The TSF shall enforce th8 ECURE FILE TRANSFER SHB objects based on the following:
[SUBJECT attributes:
1) TOE IP address;
2) TOE X.509 public key certificate
3) User access control permissions
OBJECT attributes:
1) File name;
2) File location;
3) IP address of the C:D SP;

4) Identity of the C:D SP

ST Version 0.1 9/5/2006
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FDP_ACF.1.2

The TSF shall enforce the following rules to determine if paration among controlled subjects and

controlled objects is allowed:

[a) A valid subject of the TOE is a allowed to copy gecitio a remote node if the object is located within

the file system of the IT system the TOE is installed on ;

b) A valid subject of the TOE is allowed to copy arecbfo the file system of the IT system the TOE is

installed on if they have access rights to the remote lagatio

c) A valid subject of the TOE is allowed to read an object from a ter@cD SP if all the object attributes

are valid;

d) A valid subject of the TOE is allowed to copy an olfjech a remote C:D SP to a local C:DSP if all

the object attributes are valili;
FDP_ACF.1.3

The TSF shall explicitly authorise access of subjects to oldjasesd on the following additional ruleall[
cryptographic keys will be imported securely from the key geperatftware installed on the underlying

hardwarg.

Application Note: The TOE is installed on a IBM ni@me computer which will be located in a physically secure
location. Cryptographic keys are generated on demand ®T{DE by the crypto module installed by IBM. The
keys are passed internally to the TOE through the IBM dipgraystem.

FDP_ACF.1.4

The TSF shall explicitly deny access of subjects to objects loastird ho additional rulek
Dependencies. FDP_ACC.1 Subset access control, FMT_M SA.3 Static attributeinitialisation
FDP_ITC.1 Import of user data without security attrésut
FDP_ITC.11

The TSF shall enforce th&ECURE FILE TRANSFER SFRhen importing user data, controlled under
the SFP, from outside of the TSC.

FDP_ITC.1.2

The TSF shall ignore any security attributes associatedtigtiuser data when imported from outside the
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TSC.
FDP_ITC.1.3

The TSF shall enforce the following rules when importisgrudata controlled under the SFP from outside
the TSC: ho additional rulek

Dependencies. FDP_ACC.1 Subset access control, FMT_MSA.3 Static attributeinitialization
FDP_UCT.1 Basic data exchange confidentiality
FDP_UCT.1.1

The TSF shall enforce th6& ECURE FILE TRANSFER SF® be able totfansmit, receivieobjects in a

manner protected from unauthorised disclosure.
Dependencies. FDP_ACC.1 Subset access control, FTP_ITC.1 Inter-TSF trusted channel
FDP_UIT.1 Data exchange integrity
FDP_UIT.1.1

The TSF shall enforce th8&[ECURE FILE TRANSFER SH® be able totfansmit, receiveuser data in a

manner protected fronmodification, deletion, insertion, replpgrrors.

FDP_UIT.1.2

The TSF shall be able to determine on receipt of user d&@ther fodification, deletion, insertion,
replay] has occurred.

Dependencies. FDP_ACC.1 Subset accesscontrol, FTP_ITC.1 Inter-TSF trusted channel
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5.1.4 Class FMT: Security Management
FMT_MOF.1 Management of security functions behaviour
FMT_MOF.1.1(a)

The TSF shall restrict the ability tdifable, enablemodify the behavior pbthe functions listed in Table

12] to [an administrato}.

Table 12: TOE Management Functions

TOE Management Functions

Assign file transfer control rights: Submit/Delete/Change/Monitor/View jobs

Assign resource utilization rights: Ability to change job execution priority

Assign control over TOE: Stop

TOE startup configuration

Assign ability to view audit data

Assign user access to the TOE

Assign remote C:D SP access to the TOE

Loading or removing X.509 certificates used for remote C:D SP authentication

Cryptographic operation used for TLS

FMT_MOF.1.1 (b)

The TSF shall restrict the ability tanpdify the behavior pfthe functions ljsted in Table 1Bto [an

administratot.

Table 13: Audit Control Functions

Audit Control Functions ‘

Maximum size in of an individual log data file

Whether issued TOE commands are written to the log file,

excluding ‘select process’ or ‘select statistics’ commands

Whether TOE creates a log record when ‘select process’ or

‘select statistics’ commands are issued

Specifies how old a log file must be before it is archived

Dependencies. FMT_SMF.1 Specification of management functions, FMT_SMR.1 Security roles
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FMT_MSA.1 Management of security attributes

FMT _MSA.11

The TSF shall enforce th€ ECURE FILE TRANSFER SF® restrict the ability torhodify] the security

attributes {iser access control privilege® [an administrato}.

Dependencies. FDP_ACC.1 Subset access control, FMT_SMR.1 Security roles, FMT_SMF.1 Specification of

management functions
FMT_MSA.2 Secure security attributes
FMT_MSA.21
The TSF shall ensure that only secure values are accepted fotysattributes.

Dependencies. ADV_SPM.1 Informal TOE security policy model, FDP_ACC.1 Subset access control,
FMT_MSA.1 Management of security attributes, FMT_SMR.1 Security roles

FMT_MSA.3 Static attribute initialization
FMT_MSA.3.1

The TSF shall enforce th&&ECURE FILE TRANSFER SFf provide festrictivd default values for

security attributes that are used to enforceSthe

Application Note: The only security attributes which caket default values are user access control

privileges.
FMT_MSA.3.2

The TSF shall allow theafiministratot to specify alternative initial values to override the defaalties

when an object or information is created.
Dependencies: FMT_MSA.1 Management of security attributes, FMT_SMR.1 Security roles
FMT_MTD.1 Management of TSF data
FMT_MTD.1.1

The TSF shall restrict the ability twigw, sor} the [audit datd to [an administrator or user with log

viewing permissiofjs

Dependencies: FMT_SMF.1 Specification of management functions, FMT_SMR.1 Security roles
ST Version 0.1 9/5/2006
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FMT_SMF.1 Specification of Management Functions

FMT_SMF.1.1

The TSF shall be capable of performing the following sgcaranagement functions:

[a) Management of security functions behaviour;
b) Management of TSF data;
¢) Management of security attributes]
Dependencies. No Dependencies
FMT_SMR.1 Security roles
FMT_SMR.1.1

The TSF shall maintain the rolegb¢ authorised identified roles listed in Tabld.14
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Table 14: Security Roles

Description

User By default, this role allows control over
the user specific tasks. They are job
submission, monitor status of jobs,
change priority of jobs, halting jobs,
deleting job, and view statistics of jobs

(audit data).

Administrator This role has access rights to all
security management functions (see

Table 12) and user functionality.

Console Operator A mainframe console operator has
user functionality and can shutdown

the TOE.

FMT_SMR.1.2

The TSF shall be able to associate users with roles.
Dependencies: FIA_UID.1 Timing of identification
5.1.5 Class FPT: Protection of TOE Security Functions
FPT_RVM.1 Non-bypassability of the TSP
FPT_RVM.1.1

The TSF shall ensure that TSP enforcement functions are ineokksucceed before each function within
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the TSC is allowed to proceed.

Dependencies. No dependencies
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5.1.6 Class FRU: Resource Utilization
FRU_PRS.1 Limited priority of service
FRU_PRS1.1
The TSF shall assign a priority to each subject in the TSF.
FRU_PRS.12

The TSF shall ensure that each accessdourefile transfer sessiogpshall be mediated on the basis of the

subjects assigned priority.

Dependencies: No dependencies
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5.1.7 Class FTP: Trusted Path/Channel
FTP_ITC.1 Inter-TSF trusted channel
FTP_ITC.11

The TSF shall provide a trusted channel between itself aethate trusted IT product that is logically
distinct from other communication channels and providssured identification of its end points and

protection of the channel data from modification or disclesur
FTP_ITC.1.2

The TSF shall permittfie TSF and a remote trusted IT produotinitiate communication via the trusted

channel.
FTP_ITC.1.3
The TSF shall initiate communication via the trusted chammédttfe file transfer operatidn

Dependencies. No dependencies
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5.1.8 Class TOE: Explicitly Stated Requirements
TOE_SEP_(EXP).1 — Explicit TSF domain separation
TOE_SEP_(EXP).1.1

The TSF shall maintain a security domain that protects it irderference and tampering by untrusted

subjects initiating actions through its own TSFI.
TOE_SEP_(EXP).1.2

The TSF shall enforce separation between the security domagsubjetts in the TOE Scope of Control
(TSC).

Application Note: A secure and separate domain is peaidr the TOE through a combination of mechanisms in
the TOE and in the environment. The TOE SFR, TOE_SKP).(E ensures that the TOE protects itself from
interference through its own interfaces. The environmentBl EPT_SEP.lensures that the TOE is protected from

interference by the operating system in the TOE environment.
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5.2 TOE Environmental Security Functional Requirements

The following table provides a summary of the securitgfiomal requirements implemented by the Environment.

Table 15: Functional Requirements for the TOE Environment

=3 % 5 =
S E g 8
§ 5 & 8
3 & © =
. < o
Description
FAU_STG.1 Protected audit trail storage 4 4
FCS_CKM.1 Cryptographic key generation v
FPT_SEP.1 TSF domain separation v
FPT_STM.1 Reliable time stamps v
FIA_UID.2 User identification before any action 4
FIA_UAU.2 User authentication before any action v
ST Version 0.1 9/5/2006
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5.2.1 Class FAU: Security Audit
FAU STG.1 Protected audit trail storage
FAU STG.11
The TOE environmentshall protect the stored audit records from unauthoriskdian.
FAU STG.1.2

The TOE environmentshall be able topreven} unauthorized modifications to the audit records in the

audit trail.

Dependencies. FAU_GEN.1 Audit data generation
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5.2.2 Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
FCS CKM.1.1

The TOE environmentshall generate cryptographic keys in accordance with a speaifiptbgraphic key
generation algorithm cfyptographic key generation algorithm — s&able 16 belojvand specified
cryptographic key sizesifyptographic key sizes see table bdldvat meet the following:ligt of standards

see table belojv

Dependenciess FCS COP.1 Cryptographic operation, FCS CKM.4 Cryptographic key destruction,
FMT_MSA.2 Secure security attributes.

Table 16: Cryptographic Key Generation Standards

Key Algorithm and Key Size Standards

Generation (Certificate #)

Type

Session key TDES CBC 2/3 key FIPS 46-3
generation (certificate
AES CBC 128/256 key #319, 320, 321,
322, 323, 325,
326)
Public key RSA 1024 bit public key | PKCS#12
generation (certificate #55,
56)
PRNG seed Triple-DES (168 bits) FIPS 186-2
generation AES (128, 192, 256 hits) | PRNG seed
HMAC-SHA-1 (160 bits)
ST Version 0.1 9/5/2006
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5.2.3 Class FPT: Protection of TSF
FPT_SEP.1 TSF domain separation
FPT_SEP.1.1

The TOE environmentshall maintain a security domain five TOE's execution that protecthe TOE

from interference and tampering by untrusted subjects.
FPT_SEP.1.2

The TOE environmentshall enforce separation between the security domains jetctsin the TSC.
Dependencies. No dependencies

Application Note: A secure and separate domain is peaifdr the TOE through a combination of mechanisms in
the TOE and in the environment. The TOE SFR, TOE_SKP)(E ensures that the TOE protects itself from
interference through its own interfaces. The environment®l EPT_SEP.lensures that the TOE is protected from

interference by the operating system in the TOE environment.
FPT_STM.1 Reliable time stamps
FPT_STM.11
The TOE environmentshall be able to provide reliable time stampdliieruse of the TOE.

Dependencies. No dependencies
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5.2.4 Class FIA: Identification and Authentication
FIA _UID.2 User identification before any action
FIA_UID.2.1

The TSF shall require each user to identify itself toT@& environmentbefore allowingany other TSF

mediated actionson behalf of that user.
Dependencies. No dependencies
FIA_UAU.2 User authentication before any action
FIA_UAU.21

The TSF shall require each user to be successfully authentioateelTOE environmentbefore allowing

any other TSF-mediated actions on behalf of that user.

Dependencies. FIA_UID.1 Timing of identification
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5.3 TOE Security Assurance Requirements

This chapter defines the assurance requirements for the T&&tiralnce requirements are taken from the CC Part 3

and are EAL2 augmented with ALC_FLR.2. Table 17 — Amsce Components summarizes the components.

Table 17: Assurance Components

Assurance Components

Assurance Requirements

Class ACM: Configuration management ACM_CAP.2 Configuration items

Class ADO: Delivery and operation ADO_DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up

procedures

Class ADV: Development ADV_FSP.1 Informal functional specification

ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal correspondence demonstration

Class AGD: Guidance documents AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

Class ALC : Life Cycle Support ALC_FLR.2 Flaw reporting procedures

Class ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.1 Developer vulnerability analysis
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6 TOE Summary Specification

This section details how the TOE meets the functional andaassuirequirements described in previous sections of
this ST.

6.1 TOE Security Functions

This section provides a high-level definition of the IT s&gdunctions provided by the TOE to meet the SFRs and
SARs specified in this ST.

6.1.1 Security Audit

Audit Generation

The TOE logs critical security functions related to user dadegtion and security management. Audit records are
generated by the TOE when users or administrators sabjolit or change TOE configuration. A job is a request
for an authorized file transfer. Data related to jobs sucthe®wner of the job, the status of jobs, and queue
position is written into log files by the Stat Manag@&ata relating to specific file transfers, such as progresteof f
transfer, success or failure, is also gathered. The logafieestored in the TOE environment. See Table 10 for the
list of functions that are audited. The audit data thabliected can be included or excluded based on the types of
commands that are issued to the TOE. For example the ‘selésticstails a command that can be audited or not.

This is set by an administrator.
Audit Review

The audit data can be reviewed by an administrator or a éseser can be restricted by the administrator to have
limited or no audit viewing privileges. While an admirasor can read all audit information; restricted users can
only read audit information relating to their actionsud# data about a file transfer operation can be viewed from
the BUI, IUl, and CLI. Reports can be generated throhgtBuUI, 1UIl, and CLI.

TOE Functional Requirements Satisfied: FAU_GEN.1, FAU_SAR.1(a and b), and FAU_SEL.1.

6.1.2 Cryptographic Support

The TOE uses TLS to establish a secure communication chastaeldn a remote C:D SP node and itself before
authorized file transfers can begin. During the TLS haakkss mutual authentication steps, X.509 digital

certificates are used for remote C:D SP authenticatiine TOE authentication is done using user ID and
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password, but optionally it can be configured to use Xdig8@al certificates The servers then agree on cipher

suites and exchange a cryptographic key which is used asesi secret.

During file transfer the sender computes and transmits aACGifdr each payload transmitted (file segments), using
the key agreed upon during the handshake phase. The randeendently computes the HMAC and compares
this with the received HMAC. If the comparison fails, iyglers an immediate termination of the file transfer and
error messages are generated at both ends. All transmigearfd encrypted using the agreed symmetric algorithm
and key. At the end of the session, the key is destroyeeéroyzation. Zeroizing keys are done in accordance with

the ‘Key Zeroization’ requirements in FIPS 140-2.

The TOE's cryptographic support is provided by a FIR®-2-validated cryptographic module in the TOE.
Cryptographic keys are generated on demand for the TOE bgrypeo module installed by IBM (i.e. in the
environment). The keys are passed internally to the TORdhrthe IBM operating system. Keys used for each
TLS session are generated and exchanged using stanidsedsin “Table 16: Cryptographic Key Generation
Standards”. The TOE ensures that only secure values are acfptieel cryptographic keys. During the TLS
operation, the payload is encrypted using one of the ®triamencryption algorithms listed in “Table 11:

Cryptographic Standards”.

FIPS 140-2 certification for C:D SP on IBM mainframe isreatly pending with the National Institute of Standards
and Technology. .

TOE Functional Requirements Satisfied: FCS_COP.1, FCS_CKM.1, FCS_CKM.4, and FMT_MSA.2.

6.1.3 User Data Protection

The TOE'’s primary function is to transfer files betweealitand a remote C:D SP node. Files being transmitted or
received by C:D SP are considered user data within the T&UEcessful file transfer enforces ®IECURE FILE
TRANSFER Security functional Policy (SkR)ng the following attributes:

[SUBJECT attributes:
1) TOE IP address;
2) TOE X.509 public key certificate

3) User access control permissions

OBJECT attributes:

1) File name;
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2) File location;
3) IP address of the C:D SP;
4) Identity of the C:D SP].

For these attributes, the subject is a process and the obgfitesar The policy rule states that a process is allowed
to copy an object to a remote node if the object is locatednthiifile system of the IT system the TOE is installed

on.

The TOE will deliver the files in the following manner.sé¥s authenticate with the TOE environment and submit
jobs to the TOE. Jobs specify the file name, location,aareimote C:D SP node. From the job request, the TOE
will determine whether there is a valid entry in the acces$folighe remote C:D SP node. If so, the TOE and the
remote C:D SP node will mutually authenticate. Then the tee@d SP node will determine if the TOE user who
submitted the job is allowed access to the files. If graatedss then the TOE can begin to service user requests to

either receive or transmit files.

When servicing TOE user requests, the TOE initiates aembion to transmit or receive files. If transmitting files,
the TOE reads the files from the TOE environment and tridsisnto the remote C:D SP node. If receiving files,
the TOE will receive the files and write them to the TOE emvritent. File transfer operations will occur over an

encrypted TLS connection.

The user types for file transfer are described in TableQ#dAce a request for a file transfer is submitted, the user

does not have to be logged into the TOE during thérfilesfer operation.

For this evaluated configuration, the end-to-end transpattnetwork layer connection will be established using the
TCPI/IP protocol. The secure file transfer uses a TLS@esdduring this operation, sender and receiver compute
HMAC for each file segments transmitted. The sender trasghé HMAC and the receiver compares it. When
comparisons fail and the TOE is the receiving end-poimtillitrigger an immediate termination of the file transfer
operation and error messages at both ends of the transaiitioa generated. If the transmission was a success, the
TOE will acknowledge it by notifying the remote C:D SP @odThis mechanism ensures that modification,

deletion, insertion, or replay has not occurred on receifiiesf

TOE Functional Requirements Satisfied: FDP_ACF.1, ADP_ACC.1, FDP_UCT.1, and FDP_UIT.1.

6.1.4 Security Management

The TOE allows a user who possesses the appropriate pr/ilegperform management functions. Only authorized

TOE users can access management functionality. They mushticdte with the TOE environment before they
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can access this TSF.

TOE users can take three roles:

» Administrative users access the software to configure themystpdate network maps, update security
parameters, start and stop the system, create new users igndpasgeges, submit jobs, and monitor all
activity on the server, and modify the TOE audit settimgftlude or exclude some event types. See
section 5.1.1 under “FAU_SEL.1 Selective Audit” for specifetails.

e Users can submit jobs, monitor jobs, and view audit ¢&ttistics) related to their own jobs. A user
cannot monitor the job of another user. These featuresectmtber restricted by an administrator.

» Console operators can access the TOE from a console terminatnpeif the duties of a user, and can
shutdown the TOE.

The administrator must have a user ID and password to aigttertb the server where the TOE is running. Access
to start the TOE is controlled by the standard access con&chanisms of the TOE environment. These may be
file permissions for the executable files, access control tistss enforced by access control software or whatever
mechanism the organization has chosen to govern access to exefiléabl The TOE is shipped with a default

administrator user ID and default password.

The TOE may be shut down in two ways by the adminigtratothe console operator. A normal, managed
shutdown is accomplished by logging onto the TOE axecwing the appropriate shutdown sequence. An
emergency or unmanaged shutdown can be accomplished usmatjrapsystem kill or cancel facilities. The user

must have operating system level authority to execute Hfeakicel operation.

Table 12 and Table 13 in section 5 lists the TOE managdmestions.

TOE Functional Requirements Satisfied: FMT_MOF.1 (a), FMT_MOF.1 (b), FMT_MSA.1, FMT_MSA.3,
FMT_MTD.1, FMT_SMF.1, and FMT_SMR.1.

6.1.5 Protection of TOE Security Functions

Non-bypassability of the TOE is provided by the basidiganation and enforcement of the security policy rules.
The functions that enforce the TSP will always be invokedrbedny function within the TSF scope of control is
allowed to proceed. The TOE can be accessed through the APldmiedtions, the CLI on the system hosting
the TOE, the BUI, IUI and SPAdmin from the IBM mainfranterminal or terminal emulator from a PC

workstation.
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The user and administrator consoles are located on a pateetwork. They must successfully authenticate before

performing any security management or policy changes to the T@&.security policy rules enforced by the TOE

are applied to C:D SP, so that every file transfer occutdmtihe constraints of that policy.

The TOE runs only processes that are needed for its pespeution and does not run any other user processes.
Aspects of TOE protection are ensured by the TOE environntemarticular, it is assumed that the servers hosting
the TOE on the protected network will remain attached to thesigdl connections made by an authorized

administrator responsible for the proper installatiorhefTOE, so that the TOE cannot be bypassed.

Separation of domain is provided by the operating systethexplicitly by the TOE. A user or an administrator
must authenticate to the operating system before accessim@Ee The permissions and credentials of that user
account will enforce access control rights to the files on wthiehTOE will operate during file transfer. The TOE
maintains a security domain for its own execution andreefoseparation between the security domains of subjects
in its scope of control through concurrent sessionsis attows multiple users to connect to the TOE during job

submission, reviewing audit data, administration, ahdeamultiple file transfer operations occur.

TOE Functional Requirements Satisfied: FPT_SEP_.1, and FPT_RVM.1.

6.1.6 Resource Utilization

The TOE provides the means to utilize resources when ieigtipg on objects for file transfer. The TOE is able to
manage utilization of these resources because it services jobsobatheir priority and position in the queue. The
TOE accepts job submissions for file transfer from thé&eTBer and administrator. During submission, jobs are
assigned a priority of execution and order of executibme priority of the job submission is entered by ther us
administrator as a request parameter, 1-15, where 15 isgheshipriority. If no priority number is specified

during submission, the default is 10.

When jobs are submitted to the TOE they enter the Triasgm Control Queue (TCQ). The TCQ controls when
jobs will get serviced. The TCQ is divided into foagical queuesExecution, Wait, Timer, andHold. Jobs are
placed into the appropriate logical queue based on submisaiameters. Jobs can only be serviced from the

Execution queue.

By the usage of these mechanisms, the TOE is able to managdizh@an of resources because it services jobs
based on priority and position in the queue. Wherbaejuters thdExecution queue, its position in the queue is

determined by priority.

TOE Functional Requirements Satisfied: FRU_PRS.1.
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6.1.7 Trusted Path/Channel

The TOE provides the means to establish a trusted path betwee@:D SP nodes. The TOE looks up the
previously configured network information for the ndtle file needs to be sent to. This information incluties
Server-1D (a logical name given during C:D SP setup), DNSenamd IP address. Once a TCP/IP connection is
established, the TOE uses the previously configured $gedunformation to establish a TLS session with a remote
C:D SP server. It performs mutual authentication andangds cryptographic keys as part of the TLS handshake.
The established TLS session is the trusted path usezhsddr files between the TOE and a remote C:D SP server.

TOE Functional Requirements Satisfied: FTP_ITC.1.

6.2 TOE Security Assurance Measures

This section of the ST maps assurance requirements to meeased for development and maintenance of the TOE.

The following table provides a mapping of the appropriatchentation to the assurance requirements.

Table 18: Assurance Measures Mapping to SARs

Assurance Assurance Measure

Component

ACM_CAP.2 |[ACM_CAP.2]

Configuration Management Document v0.1

ADO_DEL.1 |[ADO_DEL.1]

Secure Delivery Procedure Document v0.1

ADO_IGS.1 |[ADO_IGS.1]

Installation and Setup Procedure Document v0.1

ADV_FSP.1 |[ADV_FSP.1]
TOE Architecture: High Level Design, Functional

Specification, and Representation Correspondence v0.1

ADV_HLD.1 |[ADV_HLD.1]

TOE Architecture: High Level Design, Functional

Specification, and Representation Correspondence v0.1
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Assurance Assurance Measure

Component

ADV_RCR.1 |[ADV_RCR.1]
TOE Architecture: High Level Design, Functional

Specification, and Representation Correspondence v0.1

AGD_ADM.1 |Administration Guide.pdf (IBM mainframe C:D)
Installation Guide.pdf (IBM mainframe C:D)
ConsoleOperatorsGuide.pdf (IBM mainframe C:D)

Implementation Guide.pdf (IBM mainframe Secure+)

AGD_USR.1 |[AGD_USR.1]
BUI AdminGuide.pdf (Windows/UNIX/IBM mainframe)

Release_Notes.pdf

UserGuide.pdf (IBM mainframe)
0S390_Secure+.pdf (IBM mainframe)
SecureOS390RN.pdf (IBM mainframe)

ALC_FLR.2 |[[ALC_FLR.2]

Life Cycle Support: Flaw Remediation v0.1

ATE_COV.1 |[ATE_COV.1]

Functional Tests and Coverage v0.1

ATE_FUN.1 |[[ATE_FUN.1]

Functional Tests and Coverage v0.1

AVA_SOF.1 |[AVA_SOF.1]

Vulnerability Assessment v0.1

AVA VLA.1 |[AVA_VLA.1]

Vulnerability Assessment v0.1

6.2.1 ACM_CAP.2: Configuration Management Document

The Configuration Management document provides a descrigifothe various tools used to control the
configuration items and how they are used internally atiSgeiCommerce, Inc. This document provides a
complete configuration item list and a unique referencing scHemeach configuration item. Additionally, the

configuration management system is described, including proegdhat are used by developers to control and
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track changes that are made to the TOE. The documentatioarfdetails the TOE configuration items that are

controlled by the configuration management system.

6.2.2 ADO_DEL.1: Delivery and Operation Document

The Delivery and Operation document provides a descriptidtheoBecure delivery procedures implemented by
Sterling Commerce, Inc. to protect against TOE modificatiaming product delivery. The Installation

Documentation provided by Sterling Commerce, Inc. dethdsprocedures for installing the TOE and placing the
TOE in a secure state offering the same protection propertithge asaster copy of the TOE. The Installation

Documentation provides guidance to the TOE Users on aoifggthe TOE and how they affect the TSF.

6.2.3 ADO_IGS.1: Installation Guidance, AGD_ADM.1: Administrator
Guidance, AGD_USR.1: User Guidance

The installation guidance document provides the proceduressaegder the secure installation, generation, and
start-up of the TOE for administrators and users of thE. T@he administrator guidance documentation provides
detailed procedures for the administration of the TOE asdription of the security functions provided by the TOE.
The User Guidance documentation provided directs usersoantd operate the TOE in a secure manner.

Additionally, User Guidance explains the user-visible séctuinctions and how they need to be exercised.

6.2.4 ALC_FLR.2: Flaw reporting procedures

The Sterling Commerce, Inc. Life Cycle documentation deals egitablishing discipline and control in developing
and maintaining the TOE. Confidence in the correspondence Ietined OE security requirements and the TOE
is greater if security analysis and the production of theceiel are done on a regular basis as an integral part of the
development and maintenance activities. There is a category \ifhi€ycle claimed for EAL 2 augmented with
ALC_FLR.2 assurance level Flaw Reporting Procedures. Thespmmnding CC Assurance Component is Flaw

Remediation.

6.2.5 ADV_FSP.1: Informal Functional Specification, ADV_HLD.1: High
Level Design, ADV_RCR.1: Representation Correspondence.

The Sterling Commerce, Inc. design documentation consistewafral related design documents that address the
components of the TOE at different levels of abstractidme féllowing design documents address the Development
Assurance Requirements:

» The Functional Specification provides a description of therdgdunctions provided by the TOE and a
description of the external interfaces to the TSF. The FuradtiSpecification covers the purpose and
method of use and a list of effects, exceptions, and eessages for each external TSF interface.

 The High-Level Design provides a top-level design specificatioat refines the TSF functional

specification into the major constituent parts (subsystefd)e TSF. The high-level design identifies the

ST Version 0.1 9/5/2006
Page 51 of 68



Connect:Direct with Secure+ Option Security Target
Sterling Commerce, Inc.
basic structure of the TSF, the major elements, a listiradj ofterfaces, and the purpose and method of use
for each interface.
» The Correspondence Analysis demonstrates the correspondence betsiearf the TSF representations
provided. This mapping is performed to show the funstitraced from the ST description to the High-

Level Design.

6.2.6 ATE_COV.1: Test Coverage Analysis, ATE_FUN.1: Functional Testing

There are a number of components that make up the Test ddatiorenThe Coverage Analysis demonstrates that
testing is performed against the functional specification. Jédnverage Analysis demonstrates the extent to which
the TOE security functions were tested, as well as the lewdgtaifl to which the TOE was tested. Test Plans and
Test Procedures, which detail the overall efforts of és¢irtg effort and break down the specific steps taken by a

tester, are also provided in order to meet the assuranceeragut Functional Testing.

6.2.7 AVA_VLA.1l: Vulnerability Analysis, AVA_SOF.1: Strength of Function
Analysis

A Vulnerability Analysis is provided to demonstrate waysvhich an entity could violate the TSP and provide a list
of identified vulnerabilities. Additionally, this docemt provides evidence of how the TOE is resistant taoolsv

attacks. The Strength of TOE Security Function Analgl@sonstrates the strength of the probabilistic or
permutational mechanisms employed to provide security fursctiwithin the TOE and how they exceed the

minimum SOF requirements.
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7 Protection Profile Claims

No Protection Profile conformance is claimed for this evaluation
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8 Rationale

This section provides the rationale for the selection ofstmurity requirements, objectives, assumptions, and
threats. In particular, it shows that the security requirésnare suitable to meet the security objectives, which in

turn are shown to be suitable to cover all aspects of theSEOurity environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existence of eacimpsisn, threat, and policy statement that compose the

Security Target.

Table 19: Security Objective Mapping

OBJECTIVES
@]
'&
> =
ad o 8
OI a 5
Threats, 2 - N = ol €] w 2
= -
1l Q| @| E 51 o] B &9 2| 9
Organizational z| | 5| ¥ Q| x w | 5| = > 2
Security Polic AEIEIR IR IR IR IEIR:
ecurity Policies anad = - ] C - - -
y < < > o 0 o L L L L LLi L L
Assumptions 6| oy o) 0| 0] 0f 6| 0| O] O] ©0| ©O| ©
T.UNAUTH x x x x x x x x x
T.HOG x x x x x x x
P.VALIDATED_CRYPTO. x
A.MANAGE x
A.NOEVIL x
A.PHYSICAL x
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The following table provides descriptions of the mappiegveen the objectives and threats.

Table 20: Relationship of Security Threats to Objectives

T.UNAUTH An unauthorized individual may breach the confidentiality or integrity of data
transferred between TOEs.

The threat is removed by the TOE protecting trattsahifiles from unauthorized reading or modificati®.PROTECT). It does
S0 using cryptographic mechanisms provided by &HAW0-2 validated module (WALIDATED_CRYPTO).

This removal of the threat is supported by ensutirag the cryptographic protection mechanisms asyd applied. This is
provided by ensuring that only authorised usergsgthe system (OE.I&A), by ensuring that thosesukave a secure method
of administering the TOE (O.ADMIN) and by ensurihat the security functionality cannot be bypassétier through the TOE
or through the underlying TOE environment (O.BYPASHE.BYPASS). These in turn are supported by aisplaudit
mechanism (O.AUDIT) and (OE.AUDITPROTECT) which calls problems to be detected and corrected. Thét aud

functionality is supported by timestamps providgdie environment (OE.TIMESTAMPS).

T.HOG A TOE user may prevent high priority tasksfrom occurring by using too many system

resourcesto process low priority tasks.

The threat is removed by the TOE ensuring thatuess are allocated based on the priority of thk (@.PRIORITIZE).

This removal of the threat is supported by ensutirag this mechanism cannot be bypassed. Thimidded by ensuring that
users have a secure method of administering the [EDMIN) and by ensuring that the security functality cannot be
bypassed, either through the TOE or through theetiyidg TOE environment (O.BYPASS, OE.BYPASS). 3&eén turn are
supported by a robust audit mechanism (O.AUDIT) && . AUDITPROTECT) which allows problems to be at¢el and

corrected. The audit functionality is supportedibyestamps provided by the environment (OE.TIMESIZS).

P.VALIDATED_CRYPTO The TOE shall provide cryptographic functions for its own use. These functions will
be provided by a FIPS 140-2 validated cryptographic module.

The TOE shall provide cryptographic functions ftg own use. These functions are provided by a FIB&2 validated
cryptographic module (O.VALIDATED_CRYPTO).
O.VALIDATED_CRYPTO satisfies this organizationakseity policy.

A.MANAGE There will be one or more competent individuals assigned to manage the TOE and the

security of theinformation it contains.

Those responsible for the TOE will provide competedividuals to perform management of the secusitghe environment,
and restrict these functions and facilities fronawthorized use.

OE.MANAGE satisfies this assumption.
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A.NOEVIL Administrators are non-hostile, appropriately trained and follow all administrator

guidance.

Sites using the TOE ensure that administratoreanehostile, appropriately trained and follow alh@nistrator guidance.

OE.NOEVIL satisfies this assumption.
A.PHYSICAL Physical security will be provided for the TOE and its environment.

Physical security is provided within the domain fioe value of the IT resources protected by theaijpg system and the value
of the stored, processed, and transmitted infoomati

OE.PHYSICAL satisfies this assumption.

8.2 Security Functional Requirements Rationale

The following discussion provides detailed evidence of cgeefar each security objective. The following table

provides the mapping between the SFRs met by the TOEar@bjectives for the TOE.

Table 21: TOE Objective Mapping

O
:
X : :
= S 5 £ & . -
) < 0 0 s m <
; ; O .. = .. O O O O
FAU_GEN.1 x
FAU_SAR.1 (a & b) x
FAU_SEL.1 x
FCS_CKM.4 x x
FCS_COP.1 x x
FDP_ACC.1 x
FDP_ACF.1 x
FDP_ITC.1 x x
FDP_UCT.1 x
FDP_UIT.1 x
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O
:
:
- |l
=1 2 & il B - 2 | S
O < 0 0 x o0 <
; ; O .. : .. O O O O
FMT_MOF.1@a) | %
FMT_MOF.1(b) | %
FMT_MSA.1 x
FMT_MSA.2 x
FMT_MSA.3 x
FMT_MTD.1 x
FMT_SMF.1 x
FMT_SMR.1 x
TOE_SEP_(EXP).1 x
FPT_RVM.1 x
FRU_PRS.1 x
FTP_ITC.1 x
FIA_UID.2 x
FIA_UAU.2 x
FTP_STM.1 x
FTP_SEP.1 x
FAU_STG.1 x

The following is a table that provides a rationale for tR&k$ for the TOE and the IT Environment meeting the

Objectives for the TOE and the IT Environment.

ST Version 0.1 9/5/2006
Page 57 of 68



Connect:Direct with Secure+ Option Security Target
Sterling Commerce, Inc.

Table 22: Security Objective Rationale

O.ADMIN The TOE must provide a secure method of administrative control of the TOE,
ensuring that TOE users with the appropriate privileges, and only these TOE users,

can exer cise such control.

The TOE defines a set of roles (FMT_SMR.1). Omgne of those roles are given the right to contrel hehaviour of the TSF
(FMT_MOF.1(a), FMT_MOF.1(b)) and to access TSF dégMT_MTD.1). These management functions are sigeci
(FMT_SMF.1). The security attributes used by ti@ETare secure because the security attributes vdaictbe initialized with
default values are initialized with restrictive was (FMT_MSA.3). Further, security attributes ety be changed to secure

values (FMT_MSA.2) and can only be changed by aiztd users (FMT_MSA.1).

O.AUDIT The TOE must provide a robust means of recording security relevant events in
sufficient detail to help an administrator of the TOE detect attempted security

violations.

The TOE generates audit records for a wide rangeairity relevant events in each case recordiffigisnt information for the
audit record to be useful (FAU_GEN.1). These auditords are reviewable by authorized users inaglaigle format

(FAU_SAR.1 a & b). The level of audit information provided is sahble (FAU_SEL.1)

O.VALIDATED_CRYPTO The TOE shall provide cryptographic functions for its own use. These functions will
be provided by a FIPS 140-2 validated cryptographic module.

The TOE implements FIPS-approved algorithms in Bahdware and software. (FCS_COP.1) The key<@aed by the
environment and imported to the TOE securely (FDE.1). Key destruction is implemented in a FIP®raged manner by a

FIPS 140-2 validated cryptographic module (FCS_C&M.

Digital signatures: DSA, RSA.
* DSA key generation.
¢ RSA key generation.

e Symmetric encryption: DES, 3DES, AES

O.PROTECT The TOE must protect transmitted files from unauthorized reading or modification.

The TOE has an access control policy which enstias only authorised entities gain access to tlmstnitted files
(FDP_ACC.1, FDP_ACF.1). This policy is enforcedpmptecting the confidentiality (FDP_UCT.1) andeigtity (FDP_UIT.1)
of the transmitted files thrgih a trusted channel (FTP_ITC.1). This channéingglemented cryptographically (FCS_COP.
The keys are created by the environment and imgootéhe TOE securely (FDP_ITC.1). The keys astrdged (FCS_CKM.4)

in a secure manner.

O.BYPASS The TOE must ensurethat the TSF cannot be bypassed.

ST Version 0.1 9/5/2006
Page 58 of 68



Connect:Direct with Secure+ Option Security Target

Sterling Commerce, Inc.

The TOE maintain a security domain that protectoin interference and tampering (TOE_SEP_(EXP3rdd ensures that

enforcement functions are invoked and succeed ée&fach function is allowed to proceed (FPT_RVM.1).
O.PRIORITIZE The TOE must be able to allocate resour ces based on the priority of the task.
The TOE will allocate resources based on the pyiafi the task (FRU_PRS.1).

OE.I&A The TOE environment must uniquely identify all users, and will authenticate the
claimed identity before granting a user access to the TOE and/or resour ces protected

by the TOE.

The TOE will not give any access to a user untd fROE environment has identified (FIA_UID.2) andthemticated
(FIA_UAU.2) the user.

OE.TIMESTAMPS The TOE environment must providereliable timestamps for the use of the TOE.

The TOE relies on the timestamp that is derivethftbe operating system. The timestamp is usedudit record labeling and

arranging logs in chronological order (FPT_STM.1).
OE.BYPASS The TOE environment must ensurethat the TSF cannot be bypassed.

The TOE relies on the operating system to maintisecurity domain that protects it from interfeeerend tampering

(FPT_SEP.1).

OE.AUDITPROTECT The TOE environment must protect audit files from unauthorized modification or
deletion.

The TOE relies on the environment to protect stanedit records from unauthorized modification oletien (FAU_STG.1).

8.3 Security Assurance Requirements Rationale

The TOE is designed as a server based software applicatifile fimansfer that is protected against eavesdropping,

tampering, and message forgery. An assurance level of EA&ticturally tested, was selected as the threat to the

system resources and to the internal network security Edared to be unsophisticated attackers. It is felt that an
evaluation at this level provides evidence that the TOE funciioasmanner consistent with its documentation and

that it provides useful protection against the identifledats.

8.4 Explicitly Stated Requirements Rationale

An explicitly stated requirement was created for stating te D&main Separation requirement. The requirement
TOE_SEP_(EXP).1 states “The TSF shall explicitly maintaisecurity domain that protects it from interference
and tampering by untrusted subjects initiating actions gtrats own TSFIL.” This requirement differs from the
standard SFR because it is stating that the TOE only madtself from interference through its own interfacese Th
TOE depends on the TOE environment, though the enveotah SFR, FPT_SEP.1, to ensure that the TOE is
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protected from interference by the operating system in @i @nvironment.

This SFR needed to be explicitly stated because there weregmioereents in Common Criteria Part 2 which

expressed this functionality.

8.5 Dependency Rationale

This ST satisfies all requirement dependencies of the Con@riteria. Table 23 lists each requirement to which

the TOE claims conformance with a dependency and indicates whethdgpendent requirement was included. As

the table indicates, all dependencies have been met.

Table 23: Functional Requirements Dependencies

Security Target

SFR ID Dependencies  Dependency Met Rationale
FAU_GEN.1 FPT_STM.1 v FPT_STM dependency is met by the TOE
environment.
FAU_SAR.1(a) FAU_GEN.1 v
FAU_SAR.1(b)
FAU_SEL.1 FAU_GEN.1 v
FMT_MTD.1 v
FMT_MSA.2 v
FDP_ITC.1 v
FCS_CKM.4 FMT_MSA.2 v
FCS_COP.1 FDP_ITC.1 v
FCS_CKM.4 v
FDP_ACC.1 FDP_ACF.1 v
FDP_ACF.1 FDP_ACC.1 v
FMT_MSA.3 v
FDP_ITC.1 FDP_ACC.1
FMT_MSA.3 v
FDP_UCT.1 FTP_ITC.1 v
FDP_ACC.1 v
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Dependencies Dependency Met Rationale
FDP_UIT.1 FTP_ITC.1 4
FDP_ACC.1 v
FMT_MOF.1(a) FMT_SMF.1 v
FMT_MOF.1(b) FMT_SMR.1 v
FMT_MSA.1 FDP_ACC.1 4
FMT_SMF.1 v
FMT_SMR.1 v
FMT_MSA.2 ADV_SPM.1 v Will be met by assurance documentation.
FDP_ACC.1 v
FMT_MSA.1 v
FMT_SMR.1 v
FMT_MSA.3 FMT_MSA.1 v
FMT_SMR.1 4
FMT_MTD.1 FMT_SMF.1 v
FMT_SMR.1 v
FMT_SMF.1 No Dependencies
FMT_SMR.1 FIA_UID.1 v FIA_UID.2 is hierarchical to FIA_UID.1 and therefore

(FIA_UID.2) satisfies this dependency. The dependency is met by

the TOE environment.

TOE_SEP_(EXP).1 No Dependencies

FPT_RVM.1 No Dependencies
FRU_PRS.1 No Dependencies
FTP_ITC.1 No Dependencies

Environmental SFRs

FAU STG.1 FAU_GEN.1 v
FCS_CKM.1 FCS_COP.1 v
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SFR ID Dependencies Dependency Met Rationale

FCS_CKM.4 v
FMT_MSA.2 v
FPT_SEP.1 No Dependencies
FPT_STM.1 No Dependencies
FIA_UID.2 No Dependencies
FIA_UAU.2 FIA_UAU.1 v FIA_UID.2 is hierarchical to FIA_UID.1 and therefore
(FIA_UID.2) satisfies this dependency. The dependency is met by
the TOE environment.

8.6 TOE Summary Specification Rationale

This section demonstrates that the combination of thefiggb€T security functions work together so as to satisfy

the TOE security functional requirements.

Table 24: Rationale Mapping between TSF and SFRs

SECURITY RATIONALE

FUNCTION

FAU_GEN.1 The TOE logs critical security functions related to user data protection and
FAU_SAR.1 (a|security management. Audit records are generated by the TOE when users or
& b) administrators submit a job or change the configuration. A job request is for an
FAU_SEL.1 authorized file transfer. Data related to the jobs such as the owner of the job, the
status of jobs, and queue position are written into log files by the Stat Manager.
Data relating to file transfers are also gathered, such as progress of file transfer,
success, and failure. The log files are stored in the TOE environment.

Security Audit (FAU_GEN.1)

The audit data can be reviewed by an administrator or a user. A user can be
restricted by the administrator to have limited or no audit viewing privileges. Audit
data about a file transfer operation can be viewed from the 1UIl, and CLI. Reports
can be generated through the 1Ul, and CLI. Collection of audit can be changed
based on the attributes found in Table 10 under section 5.1.1. (FAU_SAR.1,
FAU_SEL.1)
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FCS_COP.1 The TOE performs encryption, decryption, digital signing, digital signature
FDP_ITC.1 verification, and hashes in accordance with FIPS standards. (FCS_COP.1) The
FCS_CKM.4 The keys are created by the environment and imported to the TOE securely
FMT_MSA.2 (FDP_ITC.1).
Cryptographic
The TOE provides key destruction by zeroizing keys in accordance with the Key
Support Zeroization requirements in FIPS 140-2. Key zeroization occurs when keys are
no longer needed or valid on the TOE. (FCS_CKM.4)
The TOE ensures that only secure values are accepted for cryptographic keys.
The keys are generated by FIPS validated algorithms. (FMT_MSA.2)
FDP_ACC.1 The TOE provides user data protection by enforcing the SECURE FILE
FDP_ACF.1 TRANSFER SFP on requests for a secure file transfer of files protected by the
FDP_UCT.1 TOE. (FDP_ACC.1, FDP_ACF.1)
FDP_UIT.1 The secure file transfer is done through the TLS connection. During this
User Data operation, sender and receiver compute an HMAC for each file segment
Protection transmitted. When hash comparisons fail, and the TOE is the receiving end-point,

it will trigger an immediate termination of the file transfer operation and error
messages at both ends of the transaction are generated. This mechanism

ensures that modification, deletion, insertion, or replay has not occurred on receipt

of files. (FDP_UCT.1, FDP_UIT.1)
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Security

Management

FMT_MOF.1 (a)
FMT_MOF.1 (b)
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1
FMT_SMF.1
FMT_SMR.1

The TOE lets a user who possesses the appropriate privileges to perform
management functions. All management functionality is allowed only by
authorized TOE users. They must authenticate with the TOE operating
environment before they can access this TSF.

TOE users can take three roles:

« Administrative users access the software to configure the system, update
network maps, update security parameters, start and stop the system,
create new users and assign privileges, submit jobs and monitor all
activity on the server, and modify the TOE audit settings.

(FMT_MOF.1(a), FMT_MOF.1(b), FMT_SMF.1)

. Users can submit jobs, monitor, view, and sort audit data related to their

own jobs. A user cannot monitor the jobs of another user. The audit

viewing feature can be further restricted by an administrator.
(FMT_MDT.1)

«  Console operators can access the TOE from a console terminal, perform
all the duties of a user, and can shutdown the TOE. (FMT_SMR.1,
FMT_MSA.1)

The TOE's ability to provide restrictive default values which can only be
overridden by the administrator to specify alternative initial values is not-

applicable. (FMT_MSA.3)

Protection of

TSF

FPT_RVM.1
TOE_SEP_(EX
P).1

The functions that enforce the TSP must succeed first before any other function

can proceed. No other administrator functions can be performed before

identification and authentication of the user is completed. (FPT_RVM.1)
The TOE maintains different domains of execution enforcing domain separation

between human/IT Entity-initiated and TOE-internal processes.

(FPT_SEP_(EXP).1)

Resource

Utilization

FRU_PRS.1

The TOE provides the means to utilize resources when it is operating on objects

for file transfer. This is managed through priority and queue position of submitted

file transfer jobs. (FRU_PRS.1)
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FTP_ITC.1 The TOE provides the means to establish a trusted path between two C:D SP
nodes. The TOE will use TLS to establish the trusted path with a remote C:D SP

Trusted server. TLS performs mutual authentication and exchanges cryptographic keys
Path/Channel as part of the TLS handshake that initiates the secure communication session.

The established TLS session is the trusted path that is used to transfer files

between the TOE and a remote C:D SP server. (FTP_ITC.1)

8.7 TOE Summary Specification Rationale for the Security Assurance
Requirements

EAL2 augmented with Flaw Remediation was chosen to proviskesi level of independently assured security in
the absence of ready availability of the complete developmentdréoon the vendor. The chosen assurance level

is consistent with the postulated threat environment.

The TOE is expected to be in a non-hostile positioneantdedded in or protected by other products designed to
address threats that correspond with the intended environnidér® chosen assurance level was also selected for
conformance with the client’s needs. See section 6.2 for dethakatiption of each of the assurance requirements

used for development and maintenance of the TOE.

8.8 Strength of Function Rationale

A strength of function rating of SOF-basic is claimed tfus TOE to meet the EAL 2+ assurance requirements.
This SOF is sufficient to resist the threats identifie8éttion 3. Section 4 provides evidence that demonstrates that
TOE threats are countered by the TOE security objectives. Sd&ctlemonstrates that the security objectives for
the TOE and the TOE environment are satisfied by the secaqtirements. The evaluated TOE is intended to

operate in commercial and DoD low-robustness environmeotegsing unclassified information.
The relevant security functional requirement which has prés@édior permutational functions is:
FIA_UAU.2 User Authentication before any action
The only mechanism within the TOE Environment that is @bdlstic and permutational in nature is the password
used to authenticate users to the TOE. The TOE requakththminimum password length used to authenticate an

entity would be equal to or greater than eight charactersainong at least one non-alphanumeric character (from a
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set of 33), at least one numeric character (from a set of IDxtdeast two alpha characters (from a set of 52, since

upper- and lower-case characters are differentiated), foalecta@racter set of 95 characters.

In accordance with annex A.8 in the CEM, the elapsed timattack results in a strength of function rating

exceeding SOF-basic
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Table 25: Acronyms

Acronym Description

API Applications Programming Interface

BUI Browser User Interface

C:D Connect: Direct

CcC Common Criteria

CCs Canadian Common Criteria Scheme
C:D SP Connect: Direct with Secure+

CLI Command Line Interface

EAL Evaluation Assurance Level

EAL2 Evaluation Assurance Level 2

EAL2+ Evaluation Assurance Level 2 augmented with Flaw Remediation
FIPS Federal Information Processing Standards
HMAC Hashed Message Authentication Code
1UI Interactive User Interface

SARs Security Assurance Requirements
SFRs Security Functional Requirements

SSL Secure Socket Layer

STS Station to Station

ST Security Target

TCQ Transmission Control Queue

TLS Transport Layer Security

TOE Target of Evaluation

TSC TOE Scope of Control
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Acronym Description
TSF TOE Security Function
TSP TOE Security Policy
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