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1 INTRODUCTION

1.1 DOCUMENT ORGANIZATION

Section 1, Introduction, provides the Security Target (ST) reference Tituget of
Evaluation (TOE) reference, the TOE overview ared TOE description.

Section 2, Conformance Claimsdescribes how the ST conforms to the Common Caiteri
and Packages. The ST does not conform to a Piaidetofile.

Section 3 Security Problem Definition, describes the expected environment in which
the TOE is to be used. This section defines thefdtreats that are relevant to the
secure operation of the TOE, organizational secpoticies with which the TOE must
comply, and secure usage assumptions applicaltestanalysis.

Section 4, Security Objectivesdefines the set of security objectives to besBat by
the TOE and by the TOE operating environment ipaase tadhe problem defined by the
security problem definition

Section 5, Extended Components Definitigrdefines the extended components defined
in Section 6.

Section 6, Security Requirementsspecifies the security functional and assurance
requirements that must be satisfied by the TOEthednformation Technology (IT)
environment.

Section 7, TOE Summary Specificationdescribes the security functions and assurance
measures that are included in the TOE to enaltberniteet the IT security functional and
assurance requirements.

Section 8, Conventions and Terminologydefines the acronyms and terminology used
in this ST.

1.2 SECURITY TARGET REFERENCE

This document, version 1.3, dated 9 December 28QBe Security Target for the
FortiMail™ v3.0 MR5 Secure Messaging Platform.

1.3 TARGET OF EVALUATION REFERENCE
The Target of Evaluation for this Security Targeidentified in Table 1.

Product Firmware Version Hardware 1D
FortiMail v3.0 MR5 build see Table 2
number 529

Table 1 - TOE Identification Details

Doc No: ST0004 Version: 1.3 Date: 9 December 2009 agePL of 72
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1.4 FORTIMAIL™ V3.0 MR5 SECURE MESSAGING PLATFORM OVERV |IEW

FortiMail is a specialized email security systemttprovides multi-layered protection
against blended threats comprised of spam, virvgasns and spyware. The FortiMail
system relies on a customized operating systenctbéans emails through corresponding
FortiMail antispam and antivirus. Email contentipies must be enforced and good
email must be archived for compliance purposesqumio inbound risks, are DHA
(Directory Harvest Attacks) and DOS (Denial of Segy attacks, which must be part of a
multi-layered email security strategy. For outbduisks an email security solution must
ensure that infected zombie PCs that relay spanottead to a legitimate enterprise
network becoming added to a Real-Time Black Li®l(R To ensure up to date email
protection, FortiMail relies on Fortinet FortiGudrdantispam and antivirus security
subscription services.

Administration of the system may be performed Iycirough the Command Line
Interface (CLI) using an administrator consoleamotely via a network management
station through the FortiMail Web-based manageherCLI through an SSH connection.
Access to the FortiMail administrative functionsluding audit data is restricted to
authenticated Administrators.

FortiMail supports two high availability modes. i@ig-only mode provides load
balancing and allows up to 25 FortiMail units tasha common configuration, but
operate as separate FortiMail units. In Activespagsmode a second (passive) FortiMalil
unit can be configured as a failover device if phienary (active) FortiMail unit fails. All
data from the active unit, except for the Bayesiatabase, is duplicated to the passive
unit. Both modes are within the scope of this eabn.

FortiMail supports three modes of operation: gatemade, transparent mode and server
mode. Gateway mode and transparent mode are withiscope of this evaluation. In
gateway mode the FortiMail unit provides antivirastispam, content filtering, email
routing and email archiving functionality with ontyinor changes to existing networks.
When operating in gateway mode, all of the unitterfaces are on different IP subnets
and the FortiMail acts as a router for SMTP/SMTRHit only. FortiMail transparent
mode allows the unit to be placed into an existiatyvork without making any changes.
When operating in transparent mode, all of the'simterfaces are on the same IP subnet
and the FortiMail unit effectively acts as a bridge

The FortiMail supports local authentication andhauatication using IMAP/IMAPS,
LDAP/LDAPS, POP3/POP3S, RADIUS, or SMTP/SMTPS sexvéAdministrators are
authenticated locally. End users are authenticasety remote servers. FortiMail also
supports TLS for encryption of the tunnel betwdsmnending MTA/client and the
receiving mail server. FortiMail is being validdt® FIPS 140-2.

Doc No: ST0004 Version: 1.3 Date: 9 December 2009 ageRP of 72
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1.5 TARGET OF EVALUATION DESCRIPTION

1.5.1 Physical Scope

1.5.1.1 Physical Configuration

FortiMail™ Security Target

The FortiMail unit is a stand-alone appliance thaes not require supporting hardware.
The FortiMail unit consists of custom hardware &ndware, including the following
major components: firmware, processor, memory, siskage and 1/O interfaces. The
firmware is being validated to FIPS 140-2.

1.5.1.2 Physical Interfaces

The FortiMail unit has the interfaces defined irblEa2.

Interfaces
Total Hard Hardware
Product Ethernet Interfaces Administrator Interfaces Drive D
No. Speed Local Console Network Capacity
FortiMail- 4 x 10/100
100 4 Ethernet (RJ-45) RS232/DB-9 Yes 250 GB C4TQ29
2 x 10/100/1000
FortiMail- and 2
400 4 2 % 10/100 RS232/RJ-45 Yes 500 GB C4PW86
Ethernet (RJ-45)

FortiMail- 10/100/1000 2 x 500GB

400B 4 | Ethemnet (RJ-45)| RS232/RJ-45 1 Yes drives CAAHS3
Upto 6 x

FortiMail- 10/100/1000 250GB or

2000A 4 | Ethemet (RJ-45)| RS232/DB-9 Yes 400GB C2FE89
drives
Upto 12 x

FortiMail- 10/100/1000 250GB or

4000A 4 | Ethemet (RJ-45)| RS232/DB-9 Yes 400GB CAFE37
drives

Table 2 - FortiMail Interfaces

The FortiMail units may be securely administeredrafe external or internal networks
or locally within the secure area. The FortiMailtyprovides the following
administration options:

The FortiMail unit has a dedicated console RS232\pith RJ-45 connector. When
connected to a terminal which supports VT100 enathe console port allows

access to the FortiMail unit via the CLI. This Lb€onsole CLI permits an

authenticated Administrator to configure the FodiMinit, monitor its operation and
examine the audit logs that are created.
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Remote administration may be performed via any agtyeort that has been
configured by an Administrator to allow HTTPS (tbe Network Web-Based GUI)
and SSH (for the Network CLI) traffic. When conteztto a Network Management
Station, this port provides remote access to thgvdix CLI or to the Network Web-
Based GUI and allows an authenticated Administretaonfigure the FortiMail unit,
monitor its operation and examine the audit logs #ne created; and

The Administrator may configure automatic antivicyglates from the FortiGuard
Distribution Server.

The FortiMail units are designed to be installed ased in an environment that is
configured and controlled in accordance with adstraior guidance that is supplied with
the product.

1.5.1.3 TOE Boundary - Single-Unit Configuration

In the Single-Unit configuration, the TOE consista single FortiMail. Figure 1 —
Single Unit FortiMail Configuration shows an examplf a single FortiMail unit, in
gateway mode, routing SMTP/SMTPS traffic betweetwoeks. One of the networks

provides access to the FortiGuard Distribution 8erwhich permits antivirus updates to
be downloaded.

% %

D ED
R0

Figure 1 — Single Unit FortiMail Configuration
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The Local Console, located within a Secure Area,tsrminal or general purpose
computer with a standard serial interface and optiethernet interfaces. A serial port is
required to administer the TOE via the Local CoasolLl.

The Network Management Station is a terminal oregainpurpose computer with a
standard network interface which is used to remyadminister the TOE using the
Network Web-Based GUI or Network CLI.

1.5.1.4 TOE Boundary - High-Availability Configuration

In the Active-passive High-Availability (HA) configation, the TOE consists of a two
FortiMail units interconnected to form a FortiM&lA group. A FortiMail Active-
passive HA group consists of two FortiMail unitegdunctioning as a primary unit (also
called the master) and the other as a backup ais €alled the slave). All FortiMail
units in an HA group must be the same FortiMail ela@hd must be running the same
firmware build. The primary and backup units arafured separately and then joined
together to form the FortiMail HA group. FiguresBows an example of FortiMail units
in an HA group for Active-passive mode.

% %

Figure 2 — FortiMail High Availability Configuratio n (Active-passive Mode)

Doc No: ST0004 Version: 1.3 Date: 9 December 2009 agers of 72



1.5.2

FortiMail™ Security Target

In the Config-only HA configuration up to 25 Forté¥ units can be configured to share
the same configuration but operate independemliy/FortiMail units in the group have
the same configuration except for network settizngs the FortiMail unit host name and
SMTP/SMTPS system information.

The Local Console, located within a Secure Area,tsrminal or general purpose
computer with a standard serial interface and optiethernet interfaces. A serial port is
required to administer the TOE via the Local CoasoLl.

The Network Management Station is a terminal oregainpurpose computer with a
standard network interface to remotely adminidtertOE using the Network Web-
Based GUI or Network CLI.

Logical Scope

The logical boundary of the TOE includes all inéeds and functions within the physical
boundary.

1.5.2.1 Logical Interfaces

Table 3 - FortiMail Logical Interfaces describesleaf the interfaces that are included in the
TOE in terms of the external entity to which it cects, the interface data that is transferred, the
purpose of the interface and the protocol usethitransfer.

External Interface Data Interface Purpose Protocol(s)
Entity
Authentication -| Authentication Data Authenticate users IMAP/IMAPS
IMAP
Authentication -| Authentication Data Authenticate users LDAP/LDAPS
LDAP
Authentication -| Authentication Data Authenticate users POP3/POP3%
POP3
Authentication -| Authentication Data Authenticate users RADIUS
RADIUS
Authentication -| Authentication Data Authenticate users SMTP/SMTPS
SMTP
FortiMail HA HA Data Exchange data to configure| TCP/IP
Group and synchronize the FortiMail(proprietary)

that form a HA group.
Fortinet's Antispam and Antivirus | Provided that the customer | proprietary
FortiGuard Updates has subscribed to the serviceprotocol over
Distribution Fortinet provides antispam | SSL
Server and antivirus updates from

Fortinet to the FortiMail unit.
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External Interface Data Interface Purpose Protocol(s)
Entity
Local Console Administration Data Allow local adnstration Serial
using the CLI command
interface
Mail Servers Email Send and receive email SMTP/SMTPS
to/from mail servers.
Mail Users Email Data Send and receive user emailEMTP/SMTPS
to/from the Network Users.
Mail Users Webmail Retrieve the quarantined | HTTP/HTTPS,
messages. IMAP/IMAPS,
POP3/POP3S
Network Administration Data Allow remote administration SSH
Management using the CLI command
Station interface
Network Administration Data Allow administration using | HTTPS
Management the Web-Based GUI.
Station
NTP Server Time Update time from NTP seryer NTP

Table 3 - FortiMail Logical Interfaces

1.5.2.2 Functions Included in the TOE
Table 4 summarizes the FortiMail features thatiackided in the TOE.

Feature

Description

Access Control

The FortiMail provides a role-baaedess control capability to
ensure that only authorized administrators are @béglminister the
FortiMail unit.

Administration (Local
Console CLI)

The FortiMail provides management capabilitiesavtext-based
Local Console CLI.

Administration (Network|
CLI)

The FortiMail provides management capabilitiesavtext-based
Network CLI interface.

Administration (Network|
Web-Based GUI)

The FortiMail provides a Network Web-Based GUI,essed via
HTTPS, for system management and configuration.

Alert Email

Alert Email enables the FortiMail umé monitor logs for specific
log messages, and notifies you by email when tppgar.
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Feature

Description

Antispam, Antivirus

The FortiMail provides antispand antivirus protection for email
(Simple Mail Transfer Protocol (SMTP/SMTPS)) coritas it passes
through the FortiMail unit. Antivirus protectiotsa includes
protection from spyware and worms.

Archiving

The FortiMail provides the ability to driwve email.

Audit Reporting

The TOE can collate informationleoted from its log files and
present the information in tabular and graphicpbrées and email to
an administrator.

Authentication -
Administrator

For administration, the TOE supports local autfeatiton using a
username and password mechanism.

Authentication -
SMTP/SMTPS Traffic

For SMTP/SMTPS traffic, the TOE supports authemiticavia
IMAP/IMAPS, LDAP/LDAPS, POP3/POP3S, RADIUS, and
SMTP/SMTPS servers.

Authentication - Users

For users accessing quaraetinail, the TOE supports
authentication via IMAP/IMAPS, LDAP/LDAPS, POP3/P8%,
RADIUS, and SMTP/SMTPS servers.

Backup/Restore

The TOE provides for configuratiankup and restore.

Content Filtering

The FortiMail provides contentdring for email (Simple Mail
Transfer Protocol (SMTP/SMTPS), Post-Office Protagersion 3
(POP3/POPS3S), and Internet Message Access Protocol
(IMAP/IMAPS) content as it passes through the Roail unit.

DHA The TOE protects against directory harvestckdg DHA) by
providing the ability to discard email messagestdam the sender's
reputation.

DOS The TOE protects against denial of servicerbyiding the ability to

limit resource utilization.

Email routing

In Transparent mode, the FortiMaiitwses proxy servers to pick
up, scan, and relay the emails not destined té-on@Mail unit.

FortiGuard Distribution
Server

The TOE provides for updates to the antispam atidiars
signatures from the FortiGuard Distribution Server.

High Availability
(FortiMail group)

The FortiMail provides a high availability capabjli Both Config-
only HA (load balancing) and Active-passive HA ldaer
protection) between two or more identical unitssupported.

ICMP

The FortiMail responds to Internet Control MMage Protocol (ICMP
pings, to verify installations and for testing, aut requiring that the
user be authenticated.

A\1%4

Logging (recording)

Logging is performed and datéten to hard disk.

Doc No: ST0004

Version: 1.3 Date: 9 December 2009 ageR8 of 72



FortiMail™ Security Target

Feature Description

Profiles / Policies Profiles / Policies are usedfigure antispam, antivirus,
authentication, content, and other settings terfigmail and email
attachments and to control email account settings

Quarantine The FortiMail provides the capabilitygofrantining email.

Time The FortiMail maintains internal time on atgys clock, settable by
the Administrator, or updated via NTP. This clagkised when time
stamps are generated.

Webmail End users use Webmail to access quarantinecthived email in
both gateway and transparent modes.

Table 4 - FortiMail Features

1.5.3 Security Functional Policies

The TOE enforces information flow control and TG#wsces security functional policies
(SFPs) that control access to TOE functionality eestburces. The SFPs are as follows:

UNAUTHENTICATED INFORMATION FLOW SFP;
AUTHENTICATED INFORMATION FLOW SFP;
UNAUTHENTICATED TOE SERVICES SFP; and
AUTHENTICATED TOE SERVICES SFP.

The UNAUTHENTICATED INFORMATION FLOW SFP addresstte TOE's routing
of email between a client and an email server utiteTOE's ownership. This SFP may
be disabled by the administrator whereby emailingus controlled by the
AUTHENTICATED INFORMATION FLOW SFP. The subjectsider control of this
policy are the TOE interfaces that connect to umenticated users on an internal or
external network sending information through theEl©O other destinations on the
internal or external network. The information fiogy between subjects in the policy is
traffic with attributes, defined in FDP_IFF.1.1(iI¢luding source and destination
addresses. The rules that define the SFP are fadfdP_IFF.1.2(1). FMT_MSA.3
requires that these rules be assigned restriatitialivalues. FMT_MSA.1 ensures that
the rules are subsequently managed only by therastnaitor. Information is allowed to
flow without authentication by FIA_UAU.1(1).

The AUTHENTICATED INFORMATION FLOW SFP addresse® thOE's routing of
email between an authenticated client and an eseaier under the TOE's ownership.
Authentication is via an IMAP/IMAPS, LDAP/LDAPS, FR3/POP3S, RADIUS, or
SMTP/SMTPS server as described in FIA_UAU.2(1) B UID.2(1). The
information flowing between subjects in the polisyraffic with attributes, defined in
FDP_IFF.1.1(2), including source and destinatiodresises. The rules that define the
SFP are found in FDP_IFF.1.2(2). FMT_MSA.3 requitesd these rules be assigned
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restrictive initial values. FMT_MSA.1 ensures tha rules are subsequently managed
only by the administrator.

The UNAUTHENTICATED TOE SERVICES SFP addressesTtté's response to ping
requests. The subjects under control of this paieythe TOE interfaces that connect
unauthenticated users on an internal or exterrtalark sending information to or
receiving information from the TOE. The informatiffowing between subjects in the
policy is traffic with attributes, defined in FDAER.1.1(3), including source and
destination addresses. The rules that define tieag®€ found in FDP_IFF.1.2(3).
FMT_MSA.3 requires that these rules be assignddactege initial values. FMT_MSA.1
ensures that the rules are subsequently managgdyitie administrator. Ping requests
are allowed by FIA_UAU.1(2).

The AUTHENTICATED TOE SERVICES SFP addresses useess to quarantine
email via Webmail (HTTP/HTTPS), POP3/POP3S or IMIMAPS with credentials
stored on an IMAP/IMAPS, LDAP/LDAPS, POP3/POP3S,RBS, or SMTP/SMTPS
server. User authentication is addressed by FIAUI2/3) and FIA_UID.2(3). The
information flowing between subjects in the polisyraffic with attributes, defined in
FDP_IFF.1.1(4), including source and destinatiodresises. The rules that define the
SFP are found in FDP_IFF.1.2(4). FMT_MSA.3 requttes these rules be assigned
restrictive initial values. FMT_MSA.1 ensures tha rules are subsequently managed
only by the administrator.

A mapping between the SFPs and the authenticatientification, and information flow
SFRs is provided in the following table.

SFP SFR Identifier | SFR Name
AUTHENTICATED FDP_IFC.1(2) Subset information flow control
INFORMATION FLOW SFP (authenticated information flow)

FDP_IFF.1(2) Simple security attributes
(authenticated information flow)

FIA_UAU.2(1) | User authentication before any
action (SMTP/SMTPS traffic)

FIA_UID.2(1) User identification before any
action (SMTP/SMTPS traffic)

AUTHENTICATED TOE FDP_IFC.1(4) Subset information flow control
SERVICES SFP (authenticated TOE services)

FDP_IFF.1(4) Simple security attributes
(authenticated TOE services)
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FIA_UAU.2(3) | User authentication before any
action (end users)

FIA_UID.2(3) User identification before any
action (end users)

UNAUTHENTICATED FDP_IFC.1(1) Subset information flow control
INFORMATION FLOW SFP (unauthenticated information flow)

FDP_IFF.1(1) Simple security attributes
(unauthenticated information flow)

FIA_UAU.1(1) | Timing of authentication
(SMTP/SMTPS traffic)

UNAUTHENTICATED TOE | FDP_IFC.1(3) Subset information flow control
SERVICES SFP (unauthenticated TOE services)

FDP_IFF.1(3) Simple security attributes
(unauthenticated TOE services)

FIA_UAU.1(2) | Timing of authentication (for TOE
services)

Table 5- Mapping Between SFPs and SFRs

2 CONFORMANCE CLAIMS

This ST has been prepared in accordance with tien@m Criteria for Information
Technology Security Evaluation (CC), Version 3.CMB-2006-09-001 September
2006 Revision 1, CCMB-2007-09-002 September 200vdie 2 and CCMB-2007-09-
003 September 2007 Revision 2.

The Target of Evaluation (TOE) for this ST is camf@nt with the functional
requirements specified in Part 2 as well as twdieily-defined functional requirements.
The Target of Evaluation (TOE) for this ST, thetiMdail™ v3.0 MR5 Secure
Messaging Platform, is therefore conformant with B8t 2 extended.

The TOE for this ST is conformant to the CC Paas8urance requirements for EAL 2,
augmented with ALC_FLR.1 Basic flaw remediation.

The TOE for this ST does not claim conformance \aitly Protection Profile (PP).

Doc No: ST0004 Version: 1.3 Date: 9 December 2009 agePL1 of 72



FortiMail™ Security Target

3 SECURITY PROBLEM DEFINITION

3.1 THREATS

The threats discussed below are addressed by tke T@e threat agents are either
authorized TOE users, unauthorized persons, orredtel entities not authorized to use
the TOE itself. The threat agents are assumedue & low attack potential and are
assumed to have a moderate level of resourcescardsato all publicly available
information about the TOE and potential methodatti#cking the TOE. It is expected
that the FortiMail units will be protected to theent necessary to ensure that they
remain connected to the networks they protect.

T.ADMIN_ERROR

An administrator may incorrectly iafitor
configure the TOE, or install a corrupted
TOE resulting in ineffective security
mechanisms.

T.ADMIN_ROGUE

An administrator’s intentions may loece
malicious resulting in user or TOE Security
Function (TSF) data being compromised.

T.AUDIT_COMPROMISE A malicious user or process mvagw audit

records, cause audit records to be lost or
modified, or prevent future audit records

from being recorded, thus masking a uset
action.

T.FLAWED_DESIGN

Unintentional or intentional errars
requirements specification or design of th
TOE may occur, leading to flaws that may
be exploited by a malicious user or
program.

(4%

T.FLAWED IMPLEMENTATION | Unintentional or intentioarrors in

implementation of the TOE design may
occur, leading to flaws that may be
exploited by a malicious user or program.

T.IMPROPER_CONFIGURATION | The TOE may be susceptiblenproper

configuration by any user, causing potentjal
intrusions to go undetected.

T.INFLUX

An unauthorized user may cause
malfunction of the TOE by creating an
influx of data that the TOE cannot handle
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T.LOSSOF An unauthorized user may attempt to
remove or destroy data collected by the
TOE.

T.MALICIOUS_ACTIVITY Malicious activity, such as imoductions of

Trojan horses and viruses, may occur onjan
IT System which may result in the TOE
being affected by unauthorised users.

T.MISUSE Unauthorized accesses and activity
indicative of misuse may occur on an IT
System which may result in the TOE bein
affected by unauthorised users.

«

T.NOHALT An unauthorized user may attempt to
compromise the continuity of the TOE's
functionality by halting execution of the
TOE.

T.POOR_TEST The developer may not produce sufficien
tests to demonstrate that all TOE security|
functions operate correctly (including in a
fielded TOE) resulting in the TOE being
affected by unauthorized users due to
incorrect TOE behaviour being
undiscovered thereby causing potential
security vulnerabilities.

T.PRIVILEGE An unauthorized user may gain accedbdq
TOE and exploit system privileges to gain
access to TOE security functions and data.

T.UNATTENDED_SESSION A user may gain unauthorizedess to an
unattended session.

T.UNAUTHORIZED_ACCESS A user may gain access twises (either
on the TOE or by sending data through the
TOE) for which they are not authorized
according to the TOE security policy.

T.VIRUS A malicious agent may attempt to pass a
virus through or to the TOE.

3.2 ORGANIZATIONAL SECURITY POLICIES
The TOE must address the organizational securiigips described below.
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P.ACCESS All data collected by the TOE shall ordy b
used for authorized purposes.

P.ACCOUNTABILITY The authorized users of the TOEHKHbe held
accountable for their actions within the TOE.

P.ADMIN_ACCESS Administrators shall be able to adister the
TOE both locally and remotely through
protected communications channels.

P.DETECT All events that are indicative of inappiape
activity that may have resulted from misuse,
access, or malicious activity of IT System
assets must be collected.

P.INTEGRITY Data collected by the TOE shall be pobéd
from modification.

P.MANAGE The TOE shall be manageable only by
authorized users.

P.PROTECT The TOE shall be protected from
unauthorized accesses and disruptions of
activities.

P.VULNERABILITY_ANALYSIS | The TOE must undergo appropriate
_TEST independent vulnerability analysis and
penetration testing to demonstrate that the
TOE is resistant to an attacker possessing @
low attack potential.

3.3 ASSUMPTIONS
The specific conditions below are assumed to exidie TOE environment.

A.LOCATE The processing resources of the TOE welldcated
within controlled access facilities, which will pent
unauthorized physical access.

A.MANAGE There will be one or more competent indivals
assigned to manage the TOE and the security of the
information it contains.

A.NOEVIL The authorized administrators are not tzss, wilfully
negligent, or hostile, and will follow and abide the
instructions provided by the TOE documentation.
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A.PHYSICAL Physical security, commensurate with vaéue of the
TOE and the data it contains, is assumed to be
provided by the environment.

A.PROTECT The TOE hardware and software criticadourity

policy enforcement will be protected from
unauthorized physical modification.

4 SECURITY OBJECTIVES

This section describes the security objectiveslferTOE and the TOE’s operating environment.

The security objectives are divided between TOEIBcObjectives (i.e., security objectives
addressed directly by the TOE) and Security Objestior the Operating Environment (i.e.,
security objectives addressed by the IT domainyardn-technical or procedural means). The
mapping of security objectives to assumptions atsrand organizational security policies along
with the rationale for this mapping is found in e 4.3.

4.1 SECURITY OBJECTIVES FOR THE TOE
This section defines the security objectives thatta be addressed by the TOE and its

environment.

O.ACCESS

The TOE must allow authorized users tessonly
appropriate TOE functions and data.

O.ADMIN_ROLE

The TOE will provide administrator e to isolate
administrative actions, and to make the adminiseat
functions available locally and remotely.

O.AUDIT_GENERATION

The TOE will provide the capabylto detect and create
records of security-relevant events associated ugdrs.

O.AUDIT_PROTECTION

The TOE will provide the capatyilto protect audit
information.

O.AUDIT_REVIEW

The TOE will provide the capabilitp selectively view
audit information, and alert the administratoraentified
potential security violations.

O.AUDITS

The TOE must record audit records for dataesses and
use of the TOE functions.

O.CHANGE_MANAGEM
ENT

The configuration of, and all changes to, the TQH i&s
development evidence will be analyzed, tracked, and
controlled throughout the TOE’s development.
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O.EFFECTIVE_ADMIN

The TOE must include a set of ¢tinns that allow
effective management of its functions and data.

O.INTEGRITY The TOE must ensure the integrity dfaaldit data.

O.MAIL The TOE must handle email traffic providitige
necessary filtering.

O.MANAGE The TOE will provide all the functions arakilities

necessary to support the administrators in their
management of the security of the TOE, and regtrede
functions and facilities from unauthorized use.

O.OVERFLOWS

The TOE must appropriately handle pidéaudit data
storage overflows.

O.PROTECT

The TOE must protect itself from unauttext
modifications and access to its functions and data.

O.ROBUST_ADMIN_GUI
DANCE

The TOE will provide administrators with the ne@ys
information for secure delivery and management.

O.ROBUST_TOE_ACCES
S

5 The TOE will provide mechanisms that control a isser

logical access to the TOE and to explicitly dengess to
specific users when appropriate.

O.SECURE_UPDATES

The TOE shall provide a securehar@sm for the receipt
of spam and virus signature updates.

O.SELF_PROTECTION

The TSF will maintain a domainife own execution tha
protects itself and its resources from externarfietence,
tampering, or unauthorized disclosure. The TSF will
provide a High Availability configuration which allvs
for continued operation of the TOE in the evenasingle
unit failure.

O.SOUND_DESIGN

The design of the TOE will use sodadign principles
and techniques.

O.SOUND_IMPLEMENT
ATION

The implementation of the TOE will be an accurate
instantiation of its design, and is adequately and
accurately documented.

O.THOROUGH_FUNCTI
ONAL_TESTING

The TOE will undergo appropriate security functiona
testing that demonstrates the TSF satisfies tharisgc
functional requirements.
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O.TIME_STAMPS The TOE shall provide reliable tintaraps and the
capability for the administrator to set the timedi$or
these time stamps.

O.TRUSTED _CHANNEL | The TOE shall ensure that date between the TOE and
administrators, users, and external entities isepted
from unauthorized disclosure and modification.

O.TRUSTED_PATH The TOE shall maintain a trustechgat administrator
and user identification and authentication.

O.VIRUS The TOE will detect and block viruses coméa within
an information flow which arrives at any of the TOE
network interfaces.

O.VULNERABILITY_AN | The TOE will undergo appropriate independent
ALYSIS TEST vulnerability analysis and penetration testing to
demonstrate the design and implementation of thE TO
does not allow attackers with low attack poterttal
violate the TOE’s security policies.

4.2 SECURITY OBJECTIVES FOR THE OPERATIONAL ENVIRONMENT

This section defines the security objectives thatta be addressed by the IT domain or
by non-technical or procedural means.

OE.CREDENTIALS Those responsible for the TOE mustiuee that all
access credentials are protected by the usersxamaer
which is consistent with IT security.

OE.INSTAL Those responsible for the TOE must enslae the
TOE is delivered, installed, managed, and operated
manner which is consistent with IT security.

OE.PERSON Personnel working as authorized admaess shall be
carefully selected and trained for proper operatibthe
TOE.

OE.PHYSICAL Those responsible for the TOE must emsiat those

parts of the TOE critical to security policy ar@tacted
from any physical attack.
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4.3 SECURITY OBJECTIVES RATIONALE
The following table maps the security objectiveshi® assumptions, threats, and organisationalipslidentified for the TOE.
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O.ACCESS X X X X X
O.ADMIN_ROLE X X
O.AUDIT_GENERATION X
O.AUDIT_PROTECTION X| X
O.AUDIT_REVIEW X
O.AUDITS X| X X
O.CHANGE_MANAGEMENT X| X
O.EFFECTIVE_ADMIN X X
O.INTEGRITY X X

Doc No: ST0004 Version: 1.3 Date: 9 December 2009 Page 18 of 72



FortiMail™ Security Target

103104dd'VY

TVOISAHA'Y

TIAION'Y

JOVNVIN'Y

A1LVOOTV

1S3L SISATVYNY ALITIGVHINTINA'M

10310dd'd

FOVNVIN'J

ALIIO3LINId

195313d’d

SS300V NINaV'd

ALIIGVYINNODIV'd

SS3030V'd

SNAIN' L

X

SS300V A3ZIYOHLNVYNN'L

NOISS3IS dIANILLYNN'L

EBERIVAl-I< R

1S3l "H0ood'L

17TVHON'L

ASNSIN'L

X

ALIAILOY SNOIDITYIA'L

X

40SSSOT'L

XNT4ANI'L

X

NOILVHNOIANOD d3dOddII'L

NOILVINIWITdNI aIMV 1L

NDIS3IA QaIMmv1d'L

3SINOYAINOD LIaNY' L

3INO0Y NINAY'L

HOHY3 NINAVY'L

O.MAIL

O.MANAGE

O.OVERFLOWS

O.PROTECT

O.ROBUST_ADMIN_GUIDANCE

O.ROBUST_TOE_ACCESS

O.SECURE_UPDATES

O.SELF_PROTECTION

O.SOUND_DESIGN

O.SOUND_IMPLEMENTATION

O.THOROUGH_FUNCTIONAL_TESTING

O.TIME_STAMPS

Page 19 of 72

Date: 9 December 2009

Version: 1.3

Doc No: ST0004



FortiMail™ Security Target

103104dd'VY

TVOISAHA'Y

TIAION'Y

XX

JOVNVIN'Y

A1LVOOTV

1S3L SISATVYNY ALITIGVHINTINA'M

10310dd'd

FOVNVIN'J

ALIIO3LINId

195313d’d

SS300V NINaV'd

ALIIGVYINNODIV'd

SS3030V'd

SNAIN' L

SS300V A3ZIYOHLNVYNN'L

NOISS3IS dIANILLYNN'L

EBERIVAl-I< R

1S3l "H0ood'L

17TVHON'L

ASNSIN'L

ALIAILOY SNOIDITYIA'L

40SSSOT'L

XNT4ANI'L

NOILVHNOIANOD d3dOddII'L

NOILVINIWITdNI aIMV 1L

NDIS3IA QaIMmv1d'L

3SINOYAINOD LIaNY' L

3INO0Y NINAY'L

HOHY3 NINAVY'L

O.TRUSTED_CHANNEL

O.TRUSTED_PATH

O.VIRUS

O.VULNERABILITY_ANALYSIS_TEST

OE.CREDENTIALS

OE.INSTAL

OE.PERSON

OE.PHYSICAL

Table 6 - Mapping Between Objectives, Threats, Pdlies, and Assumptions

Page 20 of 72

Date: 9 December 2009

Version: 1.3

Doc No: ST0004



FortiMail™ Security Target

4.3.1 T.ADMIN_ERROR

O.MANAGE also contributes to mitigating this thrést providing administrators the capability
to view configuration settings. For example, if #ministrator made a mistake when
configuring the ruleset, providing them the capaptb view the rules affords them the ability to
review the rules and discover any mistakes thahthhigve been made.

O.ROBUST_ADMIN_GUIDANCE helps to mitigate this tlateby ensuring the TOE
administrators have guidance that instructs them tocadminister the TOE in a secure manner
and to provide the administrator with instructida®nsure the TOE was not corrupted during
the delivery process. Having this guidance helpgdoce the mistakes that an administrator
might make that could cause the TOE to be confajurex way that is unsecure.

4.3.2 T.ADMIN_ROGUE

O.ADMIN_ROLE mitigates this threat to a limited deg by limiting the functions available to
an administrator. The TOE supports the followiakgs: Default Administrator, Read and Write
Administrator, and Read Only Administrator. Thoubh Default Administrator role has full
access to the system, the Read and Write Admitostaaad Read Only Administrator roles have
limited privileges.

O.AUDIT_PROTECTION contributes to mitigating thisr¢at by controlling access to the audit
trail. Though the Default Administrator and theal@eand Write Administrator can delete the
audit trail the TOE audits deletion of audit data @o one is allowed to modify audit records.
This ensures that the Default Administrator's axdiare audited and the records can be viewed
by another user.

OE.PERSON ensures that personnel are carefullgtediéhereby reducing the likelihood of a
rogue administrator.

4.3.3 T.AUDIT_COMPROMISE

O.AUDIT_PROTECTION contributes to mitigating thisr¢at by controlling access to the audit
trail. No one is allowed to modify audit recortise Default Administrator and the Read and
Write Administrator are the only ones allowed tdetie the audit trail. The TOE has the
capability to prevent auditable actions from ocituyif the audit trail is full.

O.SELF_PROTECTION contributes to countering thre#h by ensuring that the TSF can
protect itself from users. If the TSF could not main and control its domain of execution, it
could not be trusted to control access to the messwnder its control, which includes the audit
trail. Likewise, ensuring that the functions tpabtect the audit trail are always invoked is also
critical to the mitigation of this threat.
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4.3.4 T.FLAWED_DESIGN

O.CHANGE_MANAGEMENT plays a role in countering thitgreat by requiring the developer
to provide control of the changes made to the TQIESgn. This includes controlling physical
access to the TOE's development area, and haviagt@mated configuration management
system that ensures changes made to the TOE gaythem approval process and only those
persons that are authorized can make changes T@th& design and its documentation.

O.SOUND_DESIGN counters this threat, to a degrgeefquiring that the TOE be developed
using sound engineering principles. By accurataly @mpletely documenting the design of the
security mechanisms in the TOE the design of th& Tén be better understood, which
increases the chances that design errors will $odered.

O.VULNERABILITY_ANALYSIS_TEST ensures that the dgsiof the TOE is independently
analyzed for design flaws. Having an independertypgzerform the assessment ensures an
objective approach is taken and may find errothiéndesign that would be left undiscovered by
developers that have a preconceived incorrect stateting of the TOE’s design.

4.3.5 T.FLAWED_IMPLEMENTATION

O.CHANGE_MANAGEMENT plays a role in mitigating thikreat in the same way that the
flawed design threat is mitigated. By controllingmhas access to the TOE’s implementation
representation and ensuring that changes to thiemgmtation are analyzed and made in a
controlled manner, the threat of intentional omti@ntional errors being introduced into the
implementation are reduced.

In addition to documenting the design so that im@aters have a thorough understanding of the
design, O.SOUND_IMPLEMENTATION requires that thevel®per’s tools and techniques for
implementing the design are documented. Havingratewand complete documentation, and
having the appropriate tools and procedures irdéwelopment process helps reduce the
likelihood of unintentional errors being introdudatb the implementation.

Although the previous two objectives help minimike introduction of errors into the
implementation, O.THOROUGH_FUNCTIONAL_TESTING inases the likelihood that any
errors that do exist in the implementation (witBpect to the functional specification, high level,
and low-level design) will be discovered througstitay.

O.VULNERABILITY_ANALYSIS_TEST helps reduce errora the implementation that may
not be discovered during functional testing. Amloigsi design documentation and the fact that
exhaustive testing of the external interfaces isrequired may leave bugs in the implementation
undiscovered in functional testing. Having an inelggent party perform a vulnerability analysis
and conduct testing outside the scope of functitesting increases the likelihood of finding
errors.
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4.3.6 T.MPROPER_CONFIGURATION
O.ACCESS contributes to the mitigation of this #iry limiting user access to appropriate
functions and data.

O.EFFECTIVE_ADMIN mandates that the TOE includedtions to effectively manage its
functions and data, thereby reducing the likelihobamproper configuration.

4.3.7 T.INFLUX
O.MAIL mitigates this threat by ensuring that th@H only processes legitimate email traffic
thereby minimizing the TOE's workload.

O.OVERFLOWS mitigates this threat by ensuring thatTOE can handle potential audit data
storage overflows.

4.3.8 T.LOSSOF
Since O.ACCESS only allows authorized users tosscoaly appropriate TOE functions and
data, it contributes to reducing the threat of whauzed users accessing TOE data.

The objective O.INTEGRITY requires that the TOEwesthe integrity of all audit data. An
audit trail assists the administrator in ensurimeg tinauthorized access has not occurred.

O.PROTECT requires that the TOE protect itself framauthorized modifications and access to
its functions and data, thereby contributing tortiggation of loss of TOE data.

4.3.9 T.MALICIOUS_ACTIVITY
O.AUDITS requires that audit records exist for dataesses and use of the TOE functions.
Administrator monitoring of the audit records canve to deter or detect malicious activity.

O.MAIL contributes to the mitigation of this threay filtering email reducing the likelihood of
an IT System being affected by unauthorised users.

4.3.10 T.MISUSE
O.AUDITS requires that audit records exist for dataesses and use of the TOE functions.
Administrator monitoring of the audit records canve to deter or detect unauthorized activity.

O.MAIL contributes to the mitigation of this threay filtering email reducing the likelihood of
an IT System being affected by unauthorised users.
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4.3.11 T.NOHALT

Since O.ACCESS only allows authorized users tosscoaly appropriate TOE functions and
data, it ensures that unauthorized users can feuttalfie TOE's execution.

4.3.12 T.POOR_TEST

Design analysis determines that TOE’s documentsmjdesatisfies the security functional
requirements. In order to ensure the TOE'’s desigoirectly realized in its implementation, the
appropriate level of functional testing of the T@EEcurity mechanisms must be performed
during the evaluation of the TOE. O.THOROUGH_FUNGNAL_TESTING ensures that
adequate functional testing is performed to enthed SF satisfies the security functional
requirements and demonstrates that the TOE’s $gcnechanisms operate as documented.
While functional testing serves an important pugyasdoes not ensure the TSFI cannot be used
in unintended ways to circumvent the TOE’s secuyrdjcies.

O.VULNERABILITY_ANALYSIS_TEST addresses this conodny requiring a vulnerability
analysis be performed in conjunction with testingttgoes beyond functional testing. This
objective provides a measure of confidence thaTtBE does not contain security flaws that
may not be identified through functional testing.

4.3.13 T.PRIVILEGE

O.ACCESS only allows authorized users to accessappropriate TOE functions and data. It
contributes to reducing the threat of unauthorizeers accessing the TOE.

O.PROTECT requires that the TOE protect itself framauthorized modifications and access to
its functions and data, thereby contributing torthiggation of misuse of system privileges.

4.3.14 T.UNATTENDED_SESSION

O.ROBUST_TOE_ACCESS helps to mitigate this thrgaihibluding mechanisms that place
controls on user’s sessions. Local administrateessions are locked and remote sessions are
dropped after an administrator defined time pedbphactivity. Locking the local
administrator’s session reduces the opportunigonfieone gaining unauthorized access the
session when the console is unattended. Droppangdahnection of a remote session (after the
specified time period) reduces the risk of somemmtessing the remote machine where the
session was established, thus gaining unauthoazeess to the session.

4.3.15 T.UNAUTHORIZED_ACCESS

O.AUDIT_REVIEW requires that the TOE provide theahility to selectively view audit
information, and alert the administrator of ideetif potential security violations. This mitigates
the risk of unauthorized users accessing TOE ses\wc sending data through the TOE by
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providing the administrator the ability to detectiaty that may indicate a desire to obtain
unauthorized access.

O.SELF_PROTECTION contributes to countering thre#h by ensuring that the TSF can
protect itself from users. If the TSF could not main and control its domain of execution, it
could not be trusted to control access to the mresswnder its control.

4.3.16 T.VIRUS

O.MAIL contributes to the mitigation of this threay filtering email reducing the likelihood of
an IT System being affected by unauthorised users.

O.SECURE_UPDATES requires that the TOE providecargemechanism for the receipt of
virus signature updates. Ensuring that updateseamved securely reduces the threat of
viruses.

0O.VIRUS ensures that the TOE will detect and bleickses contained within an information
flow which arrives at any of the TOE network intarés, thereby contributing to the mitigation
of T.VIRUS.

4.3.17 P.ACCESS

O.ACCESS only allows authorized users to accessappropriate TOE functions and data, and
contributes to the enforcement of the policy byueimg that only authorized users can access the
TOE.

O.PROTECT requires that the TOE protect itself framauthorized modifications and access to
its functions and data, and therefore contributesé¢eting the objective that all TOE data is only
used for authorized purposes.

4.3.18 P.ACCOUNTABILITY

O.AUDIT_GENERATION addresses this policy by provigithe Administrator with the
capability of configuring the audit mechanism toawl the actions of a specific user, or review
the audit trail based on the identity of the uselditionally, the administrator’s ID is recorded
when any security relevant change is made to the {Bdy. access rule modification, start-stop
of the audit mechanism, establishment of a truskeshnel, etc.).

O.ROBUST_TOE_ACCESS supports this policy ensurivag &ll authorized users are identified.

O.TIME_STAMPS plays a role in supporting this pglly requiring the TOE to provide a
reliable time stamp (configured by the Administratd he audit mechanism is required to
include the current date and time in each auddnecAll audit records that include the user ID,
will also include the date and time that the evsdurred.
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4.3.19 P.ADMIN_ACCESS

O.ADMIN_ROLE supports this policy by requiring tA©E to provide mechanisms (e.g., local
authentication, remote authentication, means tdigare and manage the TOE both remotely
and locally) that allow remote and local administia of the TOE.

4.3.20 P.DETECT

O.AUDITS requires that audit records exist for dataesses and use of the TOE functions.
Administrator monitoring of the audit records canve to deter or detect malicious activity.

4.3.21 P.INTEGRITY

O.INTEGRITY satisfies this policy by requiring thiie TOE ensures the integrity of all audit
data.

4.3.22 P.MANAGE

O.EFFECTIVE_ADMIN requires that the TOE includeed sf functions that allow effective
management of its functions and data and therefmn&ributes to ensuring that the TOE is
manageable only by authorized users.

O.PROTECT requires that the TOE protect itself framauthorized modifications and access to
its functions and data, and therefore contributeseeting the objective that all TOE data is only
used for authorized purposes.

4.3.23 P.PROTECT

O.OVERFLOWS requires that the TOE must appropydtahdle potential audit data storage
overflows. This contributes to the policy thatuggs the TOE be protected from unauthorized
accesses and disruptions.

O.TRUSTED_CHANNEL/O.TRUSTED_PATH provides for agted channel/path between the
TOE and administrators which contributes to engutivat TOE accesses are authorized.

4.3.24 PVULNERABILITY_ANALYSIS_TEST

O.VULNERABILITY_ANALYSIS_TEST satisfies this policypy ensuring that an independent
analysis is performed on the TOE and penetratisiinig based on that analysis is performed.
Having an independent party perform the analydigshensure objectivity and eliminates
preconceived notions of the TOE’s design and implatiation that may otherwise affect the
thoroughness of the analysis. The level of analsdtesting requires that an attacker with a
moderate attack potential cannot compromise the’3 @lility to enforce its security policies.
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4.3.25 A.LOCATE

OE.PHYSICAL provides for the physical protectiontioé TOE.

4.3.26 AMANAGE

OE.PERSON ensures all authorized administratorg@agfied and trained to manage the TOE.

4.3.27 ANOEVIL

OE.CREDENTIALS ensures that all access crederdi@grotected by the users in a manner
which is consistent with IT security.

OE.INSTAL ensures that the TOE is properly insthéed operated.
OE.PERSON ensures that authorized administratersaaefully selected and trained.

4.3.28 A.PHYSICAL

OE.PHYSICAL provides for the physical protectiontbé TOE hardware and software.

4.3.29 A.PROTECT

OE.PHYSICAL provides for the physical protectiontbé TOE hardware and software.
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4.4 SECURITY REQUIREMENTS RATIONALE

The following table provides a mapping betweenSk&s and Security Objectives or assurance requirisme
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4.4.1 O.ACCESS

This objective is met by FIA_UAU.1(1), FIA_UAU.1(2FIA_UAU.2(1), FIA_UAU.2(2),
FIA_UAU.2(3), FIA_UID.2(1), FIA_UID.2(2), and FIAUID.2(3) which address ping requests,
SMTP/SMTPS traffic, administrator, and end usehantication.

4.4.2 O.ADMIN_ROLE

The TOE provides administrator roles via FMT_SMR.1.

4.4.3 O.AUDIT_GENERATION

This objective is addressed by FAU_GEN.1, FAU_GEMNm FAU_SEL.1 which handle audit
data generation.

4.4.4 O.AUDIT_PROTECTION

This objective is addressed by FAU_STG.1 and FAUG ZTwhich ensure that audit
information is protected.

4.4.5 O.AUDIT_REVIEW

Through FAU_SAR.1 and FAU_SAR.3 the TOE will proesdthe capability to selectively view
audit information, thereby alerting the administraiaf potential security violations.

4.4.6 O.AUDITS

This objective is addressed by FAU_GEN.1 and FAUNGEwvhich handle audit data
generation.

4.4.7 O.CHANGE_MANAGEMENT

Configuration control of the TOE and its developinevidence is addressed by ALC_CMS.2.
4.4.8 O.EFFECTIVE_ADMIN

The necessary management functions are defined/dy MOF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3), FMT_MOF.1(4), FMT_MOF.1(5), FMT_MSA.EMT_MSA.3,
FMT_MTD.1(1), FMT_MTD.1(2), and FMT_MTD.1(3). FMMOF.1(1), FMT_MOF.1(2),
and FMT_MOF.1(3) limit changes to security funcgdo the administrator. FMT_MOF.1(4)
limits changes to the antispam and antivirus sigeatiatabases to the administrator.
FMT_MOF.1(5) limits changes to the administratgyags to the administrator. FMT_MSA.1
and FMT_MSA.3 control who can change the secutitybaites and their default values.
FMT_MTD.1 limits access to TSF data.

4.4.9 O.INTEGRITY

FAU_STG.4 defines the requirement for the TOE twvpate protected audit trail storage.
4.4.10 O.MAIL

FAU_ARP.1(1), FAU_ARP.1(2), FAU_ARP.1(3), and FAUAS1 ensure that the TOE
provides an appropriate response when filteringileema FDP_IFC.1(1), FDP_IFC.1(2),
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FDP_IFF.1(1), and FDP_IFF.1(2) provide the necegsiarctions to handle the email flows.
FDP_IFC.1(3) and FDP_IFF.1(3) address the TOE{sorese to ICMP requests. FDP_IFC.1(4)
and FDP_IFF.1(4) address user access to their gomaidntine. FDP_ETC.2 addresses archiving
of email. FAU_ARP.1(4) addresses the sending daflart email upon detection of a security
violation.

4.4.11 O.MANAGE

FIA_UAU.2(2) and FIA_UID.2(2) ensure that the maeagent functions are restricted to
administrators. The necessary management funcii@ndefined by FMT_MOF.1(1),
FMT_MOF.1(2), FMT_MOF.1(3), FMT_MOF.1(4), FMT_MOKSH), FMT_MSA.1,
FMT_MSA.3, FMT_MTD.1(1), FMT_MTD.1(2), and FMT_MTD(3). FMT_MOF.1(1),
FMT_MOF.1(2), and FMT_MOF.1(3) limit changes t@sgety functions to the administrator.
FMT_MOF.1(4) limits changes to the antispam andvans signature databases to the
administrator. FMT_MOF.1(5) limits changes to #uministrator reports to the administrator.
FMT_MSA.1 and FMT_MSA.3 control who can change ¢keurity attributes and their default
values. FMT_MTD.1(1), FMT_MTD.1(2), and FMT_MTD3))(limit access to TSF data.

4.4.12 O.OVERFLOWS

The objective for the TOE to handle audit dataagieroverflows is addressed by FAU_STG.4.
4.4.13 O.PROTECT

The TOE protects itself from unauthorized modificas and access to its functions and data
through the FPT_STM.1 and FTA_SSL.3 requiremefiitme stamps serve to show actual or
potential violations and session termination enstinat unattended administrator sessions are
terminated. FPT_ITT.1 ensures that data transfdreéween components is protected in the HA
configuration. FAU_ARP.1(4) ensures that an adstiator can receive an email alert when a
potential security violation is detected therebsisting in protecting the TOE.

4.4.14 O.ROBUST_ADMIN_GUIDANCE

This objective is addressed by the AGD_OPE.1 an®APRE.1 assurance requirements.
4.4.15 0.ROBUST TOE_ACCESS

This objective is met by FIA_UAU.1(1), FIA_UAU.1(2FIA_UAU.2(1), FIA_UID.2(1),
FIA_UAU.2(2), FIA_UID.2(2), FIA_UAU.2(3), FIA_UID.23) which address ping requests,

SMTP/SMTPS traffic, administrator, and end usehantication and FRU_RSA.1 which help
ensure that users do not misuse TOE services.

4.4.16 O.SECURE_UPDATES

The TOE provides for antispam and antivirus sigreatypdates via FSV_UPD_EXP.1.
4.4.17 O.SELF_PROTECTION

The ADV_FSP.2 and ADV_TDS.1 assurance requiremsgrigribute to the ability of the TOE
to protect itself from external interference, tamipg, or unauthorized disclosure. FTA_SSL.3
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also contributes to this by ensuring that inacideninistrator sessions are terminated. The
requirement for an HA configuration is addressedrBY) FLT.1 and FPT_FLS.1.

4.4.18 O.SOUND_DESIGN

The objective that the TOE is of sound design tresksed by the ADV_FSP.2 and ADV_TDS.1
assurance requirements.

4.4.19 O.SOUND_IMPLEMENTATION

The objective that the TOE is implemented correistlgddressed by the ADV_FSP.2 and
ADV_TDS.1 assurance requirements.

4.4.20 O.THOROUGH_FUNCTIONAL_TESTING

The ATE_FUN.1 and ATE_IND.2 assurance requiremadtiess the objective that the TOE
undergo appropriate security functional testing tleamonstrates the TSF satisfies the security
functional requirements.

4.4.21 O.TIME_STAMPS

FPT_STM.1 defines the requirement for the TOE tuvjale time stamps.
4.4.22 O.TRUSTED_CHANNEL

FCS_CKM.1, FCS_CKM.4(1), FCS_CKM.4(2), and FCS_CIO#tovide the necessary
cryptographic support for the trusted channel dbjeavhile FTP_ITC.1 implements the trusted
channel.

4.4.23 O.TRUSTED_PATH

FCS_CKM.1, FCS_CKM.4(1), FCS_CKM.4(2), and FCS_CIO#tovide the necessary
cryptographic support for the trusted path obyecwhile FTP_TRP.1 implements the trusted
path.

4.4.24 O.VIRUS

The ability of the TOE to detect and block virusestained within an information flow is
addressed by FAU_ARP.1(2).

4.4.25 O.VULNERABILITY_ANALYSIS_TEST

AVA_ VAN.2 addresses the requirement for independeirierability analysis and penetration
testing.

4.5 DEPENDENCY RATIONALE

Table 8 - Functional Requirement Dependencies iiiesnthe Security Functional
Requirements from Part 2 of the CC and their assedidependencies. It also indicates
whether the ST explicitly addresses each depend&utgs are provided for those cases
where the dependencies are satisfied by compondnts are hierarchical to the
specified dependency.
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SFR Dependencies DependencyNotes
Satisfied?
FAU_ARP.1 FAU_SAA.1 Yes FAU_SAA.lisinthe ST
FAU_GEN.1 FPT_STM.1 Yes FPT_STM.lisinthe ST
FAU_GEN.2 FAU_GEN.1 Yes FAU_GEN.1 and FIA_UID.2
FIA_UID.1 are in the ST
FAU_SAA.1 FAU_GEN.1 Yes FAU_GEN.1 is in the ST
FAU_SAR.1 FAU_GEN.1 Yes FAU_GEN.1 is in the ST
FAU_SAR.3 FAU_SAR.1 Yes FAU_SAR.1isinthe ST
FAU_SEL.1 FAU_GEN.1 Yes FAU_GEN.1 and
EMT_MTD.1 FMT_MTD.1 are in the ST
FAU_STG.1 FAU_GEN.1 Yes FAU_GEN.1 is in the ST
FAU_STG.4 FAU_STG.1 Yes FAU_STG.1lisin the ST
FCS_CKM.1 [FCS_CKM.2 or FCS_COP.1 and
FCS _COP.1] FCS_CKM.4 are in the ST
FCS_CKM.4
FCS_CKM.4 FDP_ITC.1 or Yes FCS_CKM.1lis in the ST
FDP_ITC.2 or
FCS_CKM.1
FCS_COP.1 [FDP_ITC.1 or Yes FCS_CKM.1 and
FDP_ITC.2 or FCS_CKM.4 are in the ST
FCS_CKM.1]
FCS_CKM.4
FDP_ETC.2 FDP_ACC.1 or Yes FDP_IFC.1lis inthe ST
FDP_IFC.1
FDP_IFC.1 FDP_IFF.1 Yes FDP_IFF.1is in the ST
FDP_IFF.1 FDP_IFC.1 Yes FDP_IFC.1 and
FMT_MSA.3 FMT_MSA.3 are in the ST
FIA_UAU.1 FIA_UID.1 Yes FIA_UID.2 is in the ST
FIA_UAU.2 FIA_UID.1 Yes FIA_UID.2 is in the ST
FIA_UID.2 None Yes
FMT_MOF.1 FMT_SMR.1 Yes FMT_SMR.1lisinthe ST
FMT_SMF.1 See note below table regardin
FMT_SMF.1
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SFR Dependencies DependencyNotes
Satisfied?

FMT_MSA.1 [FDP_ACC.1lor Yes FDP_IFC.1 and
FDP_IFC.1] FMT_SMR.1 are in the ST
FMT_SMR.1 See note below table regarding
EMT_SMF.1 FMT_SMF.1

FMT_MSA.3 FMT_MSA.1 Yes FMT_MSA.1 and
FMT_SMR.1 FMT_SMR.1 are in the ST

FMT_MTD.1 FMT_SMR.1 Yes FMT_SMR.1lisin the ST
FMT_SMF.1 See note below table regarding

FMT_SMF.1

FMT_SMF.1 None Yes See note below table.

FMT_SMR.1 FIA_UID.2 Yes FIA_UID.2 is in the ST

FPT_FLS.1 None Yes

FPT _ITT.1 None Yes

FPT_STM.1 None Yes

FRU_FLT.1 FPT_FLS.1 Yes FPT_FLS.1lisinthe ST

FRU RSA.1 None Yes

FSV_UPD_EXP.1 | FAU_GEN.1 Yes FAU_GEN.1 and
FMT_MOF.1 FMT_MOF.1 are in the ST

FTA SSL.3 None Yes

FTP_ITC.1 None Yes

FTP_TRP.1 None Yes

Table 8 - Functional Requirement Dependencies

Note: Although the FMT_SMF.1 requirement is a deeecy of FMT_MOF.1,
FMT_MSA.1 and FMT_MTD.1, FMT_SMF.1 has not beeluded in this ST. The
requirements FMT_MOF.1, FMT_MSA.1 and FMT_MTD.Iregp the functionality
required by the TSF to provide the specified fuundito manage TSF data, security
attributes and management functions. These reqemémake it clear that the TSF
has to provide the functions to manage the idexwtifiata, attributes and functions.
Therefore FMT_SMF.1 is not necessary.
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5 EXTENDED COMPONENTS DEFINITION

5.1 CLASS FSV: ANTISPAM AND ANTIVIRUS UPDATES

Antispam and antivirus updates provide the abibtypdate the antispam and antivirus signature
databases. Updates to the antispam and antivguoatsre databases are not addressed by
existing CC components.

This class consists of one family / component; FSFD_EXP.1 Antispam and Antivirus
Updates.

5.1.1 Antispam and Antivirus Updates (FSV_UPD_EXP)

5.1.1.1 Family Behaviour
This family defines the requirements for antispard antivirus signature database updates.
5.1.1.2 Component levelling

FSV_UPD_EXP.1 provides for the ability to securabdate the antispam and antivirus
signature databases.

5.1.1.3 Management

The following actions could be considered for thenagement functions in FMT:
Changes to the update configuration.

5.1.1.4 Audit

The following actions should be auditable if FAU_I&Becurity audit data generation is
included in the ST:

Basic: Changes to the configuration and updatésae@ntispam and antivirus signature
databases.

5.1.1.5 FSV_UPD_EXP.1 (Antispam and antivirus updates)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation avid FEMOF.1 Management of functions
in TSF

This component will provide for the ability to seely update the antispam and antivirus
signature databases.

FSV_UPD_EXP.1.1 - The TSF shall provide a securelaeism to update the antispam and
antivirus signatures used by the TSF.

6 SECURITY REQUIREMENTS

Section 6 provides security functional and asswaBaquirements that must be satisfied by a
compliant TOE. These requirements consist of fonel components from Part 2 of the CC, an
extended requirement, and an Evaluation Assuraaeell(EAL) that contains assurance
components from Part 3 of the CC.
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The security functional requirements for this STgiet of the following components
from Part 2 of the CC and extended components @fim Section 5, summarized in

Table 9 - Summary of Security Functional Requiretaen

Identifier

Name

FAU_ARP.1(1)

Security alarms (antispam)

FAU_ARP.1(2)

Security alarms (antivirus)

FAU_ARP.1(3)

Security alarms (content filtering)

FAU_ARP.1(4)

Security alarms (other events)

FAU _GEN.1

Audit data generation

FAU _GEN.2

User identity association

FAU_SAA.1(1)

Potential violation analysis (antispam

FAU _SAA.1(2)

Potential violation analysis (antivéu

FAU_SAA.1(3)

Potential violation analysis (contdiitering)

FAU_SAA.1(4)

Potential violation analysis (otherats)

FAU SAR.1 Audit review

FAU_SAR.3 Selectable audit review
FAU_SEL.1 Selective audit

FAU _STG.1 Protected audit trail storage
FAU_STG.4 Prevention of audit data loss
FCS_CKM.1 Cryptographic key generation

FCS_CKM.4(1)

Cryptographic key destruction (Keyd &&5Ps)

FCS_CKM.4(2)

Cryptographic key destruction (RNG GKey)

FCS_COP.1 Cryptographic operation

FDP_ETC.2 Export of user data with security atti@su

FDP_IFC.1(1) Subset information flow control (urtzanticated
information flow)

FDP_IFC.1(2) Subset information flow control (authieated information
flow)

FDP_IFC.1(3) Subset information flow control (urtzanticated TOE
services)

FDP_IFC.1(4) Subset information flow control (auttieated TOE

services)
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Identifier Name

FDP_IFF.1(1) Simple security attributes (unautheatéd information
flow)

FDP_IFF.1(2) Simple security attributes (authenédanformation flow)

FDP_IFF.1(3) Simple security attributes (unautheigd TOE services)

FDP_IFF.1(4) Simple security attributes (authemédal OE services)

FIA_UAU.1(2) Timing of authentication (SMTP/SMTPg&ffic)

FIA_UAU.1(2) Timing of authentication (for TOE séres)

FIA_UAU.2(1) User authentication before any act{&MTP/SMTPS
traffic)

FIA_UAU.2(2) User authentication before any acti@dministrators)

FIA_UAU.2(3) User authentication before any act{end users)

FIA_UID.2(1) User identification before any acti®@MTP/SMTPS
traffic)

FIA_UID.2(2) User identification before any acti(administrators)

FIA_UID.2(3) User identification before any actiend users)

FMT_MOF.1(1)

Management of security functions bebar (FAU_SAR,
FAU_SEL, FAU_STG, FRU_RSA)

FMT_MOF.1(2)

Management of security functions bebar (FTA_SSL)

FMT_MOF.1(3)

Management of security functions bebar (antispam,
antivirus, content filtering)

FMT_MOF.1(4)

Management of security functions bebawr (antispam and
antivirus updates)

FMT_MOF.1(5)

Management of security functions bebar (administrator
reports)

FMT_MSA.1

Management of security attributes

FMT_MSA.3

Static attribute initialisation

FMT_MTD.1(1)

Management of TSF data (default adsthaitor)

FMT_MTD.1(2)

Management of TSF data (read and wadministrator)

FMT_MTD.1(3)

Management of TSF data (read only adstiator)

FMT_SMR.1 Security roles
FPT_FLS.1 Failure with preservation of secure state
FPT_ITT.1 Basic internal TSF data transfer protecti
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Identifier Name
FPT_STM.1 Reliable time stamps
FRU FLT.1 Degraded fault tolerance
FRU_RSA.1 Maximum quotas
FSV_UPD_EXP.1 Antispam and antivirus updates
FTA_SSL.3 TSF-initiated termination
FTP_ITC.1 Inter-TSF trusted channel
FTP_TRP.1 Trusted path

Table 9 - Summary of Security Functional Requiremets

6.1.1 Security Audit (FAU)

6.1.1.1 FAU_ARP.1(1) Security Alarms (antispam)
FAU_ARP.1.1(1) The TSF shall take [

a) Tag Email in subject line;
b) Tag Email with Header; and

c) (Reject, Discard, Quarantine, Replace email withlaeement message, or
Forward to email address)

] upon detection of-apetential-security-violatimm email message qualifying as spam.

6.1.1.2 FAU_ARP.1(2) Security Alarms (antivirus)
FAU_ARP.1.1(2) The TSF shall take [

a) Reject, Discard, Quarantine, Replace email withaepment message; and
b) send an alert email to specified email addresses

] upon detection of-apetential-security-violatimm email containing a virus.

6.1.1.3 FAU_ARP.1(3) Security Alarms (content filtering)
FAU_ARP.1.1(3) The TSF shall take [

a) Treat as spanReject, Discard, Replace email with replacementsags,
Quarantine or Forward to an email address; and

b) send an alert email to specified email addresses

] upon detection of-apetential-security-violatgpecified content in an email.

6.1.1.4 FAU_ARP.1(4) Security Alarms (other events)
FAU_ARP.1.1(1) The TSF shall take [
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a) send an alert email to specified email addresses
] upon detection of a potential security violation.

6.1.1.5 FAU_GEN.1 Audit data generation
FAU_GEN.1.1 The TSF shall be able to generate dit eecord of the following

auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the [basic] level of aydihd

c) [All auditable events listed in Table 10 - AuditaBlents, which is a complete
list, including those required by the basic leviedodif.

FAU_GEN.1.2 The TSF shall record within each aueliord at least the following

information:

a) Date and time of the event, type of event, subgattity (if applicable), and the

outcome (success or failure) of the event; and

b) For each audit event type, based on the auditafelet elefinitions of the
functional components included in the Siff¢rmation specified in column 3 of
Table 10 - Auditable Events belpw

Requirement

Auditable Events

Additional Audit Re®rd
Contents

FAU_ARP.1(1)

Action taken due to detectio
of spam

nProfile/policy that was
matched and message deta

FAU_ARP.1(2)

Action taken due to detectio
of virus

nProfile/policy that was
matched and message deta

FAU_ARP.1(3)

Action taken due to content
filtering

Profile/policy that was
matched and message deta

FAU_ARP.1(4)

Potential security violation
detected

Identification of event

FAU_GEN.1

Start-up and shutdown of audit

FAU _GEN.2

None

FAU_SAA.1(1)

Action taken due to detectior
of antispam filtering rules me

1 Profile/policy that was
I matched and message deta

FAU_SAA.1(2)

Action taken due to detectior
of antivirus rules met

1 Profile/policy that was
matched and message deta

FAU_SAA.1(3)

Action taken due to detectior
of content filtering rules met

1 Profile/policy that was
matched and message deta
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Requirement

Auditable Events

Additional Audit Re®rd
Contents

FAU_SAA.1(4)

Action taken

Identification of event

FAU_SAR.1 Reading of information from| The identity of the
the audit records (Opening theAdministrator performing the
audit trail) function

FAU_SAR.3 None

FAU_SEL.1 All modifications to the audit| The identity of the
configuration that occur while Administrator performing the
he audit collection functions | function
are operating

FAU_STG.1 None

FAU_STG.4 None

FCS_CKM.1 Failure of the activity

FCS_CKM.4(1) None

FCS_CKM.4(2) None

FCS_COP.1 Failure of cryptographic Type of cryptographic

operation operation

Any applicable cryptographic
mode(s) of operation,
excluding any sensitive
information

FDP_ETC.2 None

FDP_IFC.1(2) None

FDP_IFC.1(2) None

FDP_IFC.1(3) None

FDP_IFC.1(4) None

FDP_IFF.1(2) None

FDP_IFF.1(2) None

FDP_IFF.1(3) None

FDP_IFF.1(4) None

FIA_UAU.1(2) All use of authentication Claimed identity of the user

mechanisms using the authentication

mechanism

FIA_UAU.1(2) None
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Requirement

Auditable Events

Additional Audit Re®rd

Contents
FIA_UAU.2(1) All use of authentication Claimed identity of the user
mechanisms using the authentication
mechanism
FIA_UAU.2(2) All use of authentication Claimed identity of the user
mechanisms using the authentication
mechanism
FIA_UAU.2(3) All use of authentication Claimed identity of the user
mechanisms using the authentication
mechanism
FIA_UID.2(1) All use of the user Claimed identity of the user
identification mechanism usedusing the identification
for authorized users (that is, | mechanism, location
those that authenticate to the
TOE)
FIA_UID.2(2) All use of the user Claimed identity of the user
identification mechanism usedusing the identification
for authorized users (that is, | mechanism, location
those that authenticate to the
TOE)
FIA_UID.2(3) All use of the user Claimed identity of the user

identification mechanism use|
for authorized users (that is,
those that authenticate to the
TOE)

dusing the identification
mechanism, location

FMT_MOF.1(1)

All modifications in the
behaviour of the functions in
the TSF

The identity of the
Administrator performing the
function

A

FMT_MOF.1(2)

All modifications in the
behaviour of the functions in
the TSF

The identity of the
Administrator performing the
function

FMT_MOF.1(3)

All modifications in the
behaviour of the functions in
the TSF

The identity of the
Administrator performing the
function

A

FMT_MOF.1(4)

All modifications in the
behaviour of the functions in
the TSF

The identity of the
Administrator performing the
function

FMT_MOF.1(5)

All modifications in the

The identity of the

behaviour of the functions in

Administrator performing the

A
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Requirement

Auditable Events

Additional Audit Re®rd

Contents
the TSF function
FMT_MSA.1 All manipulation of the The identity of the
security attributes Administrator performing the
function
FMT_MSA.3 None

FMT_MTD.1(1)

All deletions of audit data

The idawgtof the

function

FMT_MTD.1(2)

All deletions of audit data

The idegtof the

function

FMT_MTD.1(3)

None

Administrator performing the

Administrator performing the

A

FMT_SMR.1 Modifications to the group off The identity of the
users that are part of a role | Administrator performing the

function

FPT FLS.1 Failure of the TSF

FPT_ITT.1 None

FPT_STM.1 Changes to the time The identity of the
Administrator performing the
function (if applicable)

FRU FLT.1 Failure of the TSF

FRU_RSA.1 limit reached mail server and email asisl

or IP address

e

FSV_UPD_EXP.1

Updates to the antispam an
antivirus signature databaseg

dThe identity of the
administrator or FortiGuard
Distribution Server who
performed the update

FTA _SSL.3 session termination Identify of the adsthator
FTP_ITC.1 All attempted uses of the Identification of the initiator
trusted channel functions and target of all trusted
channels
FTP_TRP.1 All attempted uses of the Identification of the claimed

trusted path functions

user identity

Table 10 - Auditable Events
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6.1.1.6 FAU_GEN.2 User identity association

FAU_GEN.2.1 For audit events resulting from actiohglentified users, the TSF shall
be able to associate each auditable event witldénity of the user that caused the
event.

6.1.1.7 FAU_SAA.1(1) Potential violation analysis (antispam

FAU_SAA.1.1(1) The TSF shall be able to apply acetiles in monitoring the audited
events and based upon these rules indicate a {@teéotation of the enforcement of the
SFRs.

FAU_SAA.1.2(1) The TSF shall enforce the followinges for monitoring audited
events:

a) Accumulation or combination o§pam detected based on results of FortiGuard-
Antispam scan, forged IP scan, greylist scan, DNS¢In, deep header scan,
SURBL scan, bayesian scan, heuristic scan, dictyosean, banned word scan,
image scan, sender reputation sfgnown to indicate a potential security
violation.

Note: Definitions of the terms used are provide&ection 8.2.1.

6.1.1.8 FAU_SAA.1(2) Potential violation analysis (antivirts)

FAU_SAA.1.1(2) The TSF shall be able to apply acdetiles in monitoring the audited
events and based upon these rules indicate a [@teéotation of the enforcement of the
SFRs.

FAU_SAA.1.2(2) The TSF shall enforce the followinges for monitoring audited
events:

a) Accumulation or combination of/frus detected based on results of FortiGuard-
Antivirus scan, and heuristic scgknown to indicate a potential security
violation.

Note: Definitions of the terms used are in Sec8dhl.

6.1.1.9 FAU_SAA.1(3) Potential violation analysis (contentiltering)

FAU_SAA.1.1(3) The TSF shall be able to apply acetiles in monitoring the audited
events and based upon these rules indicate a [@téotation of the enforcement of the
SFRs.

FAU_SAA.1.2(3) The TSF shall enforce the followinges for monitoring audited
events:
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a) Accumulation or combination otpntent questionable based on results of
message filtering, attachment file type filtefikgown to indicate a potential
security violation.

6.1.1.10FAU_SAA.1(4) Potential violation analysis (other esnts)

FAU_SAA.1.1(4) The TSF shall be able to apply acetiles in monitoring the audited
events and based upon these rules indicate a [@teéotation of the enforcement of the
SFRs.

FAU_SAA.1.2(4) The TSF shall enforce the followinges for monitoring audited
events:

a) Accumulation or combination obfher events consisting of system error, disk is
full, remote archiving fails, HA event, disk quofean account is exceeded,
dictionary is corrupted, system quarantine quotéuis and deferred emails #
over n, interval time n minuteknown to indicate a potential security violation.

6.1.1.11FAU_SAR.1 Audit review

FAU_SAR.1.1 The TSF shall providddfault administrator, read and write
administrator, and read only administrajowith the capability to readall audit
informatior] from the audit records.

FAU_SAR.1.2 The TSF shall provide the audit recands manner suitable for the user
to interpret the information.

6.1.1.12FAU_SAR.3 Selectable audit review

FAU_SAR.3.1 The TSF shall provide the ability tgbp[selection and searchlesf
audit data based on |

a) selection of log type, subtype, and severity level;

b) searches by keyword (all log types);

c) searches by email subject (history log type);

d) searches by email from, to, message (history, autns and antivirus log types);
e) searches by session ID (all log types);

f)  searches by log ID (all log types);

g) searches by client name (history log type); and

h) searches by date/time (all log typés);

6.1.1.13FAU_SEL.1 Selective audit

FAU_SEL.1.1 The TSF shall be able to select th@katidited events from the set of all
auditable events based on the following attributes:

a) [severity leve], and
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b) [nond.

Note: The CC allows selection based on 'event.typlee TOE has predefined 'severity
levels' which are equivalent. The severity lewgts defined in the TSS.

6.1.1.14FAU_STG.1 Protected audit trail storage
FAU_STG.1.1 The TSF shall protect the stored awdivrds in the audit trail from
unauthorised deletion.

FAU_STG.1.2 The TSF shall be able to [prevent] tinatised modifications to the
stored audit records in the audit trail.

6.1.1.15FAU_STG.4 Prevention of audit data loss
FAU_STG.4.1 The TSF shall [at the discretion of @lkdeninistrator ignore audited events
or overwrite the oldest stored audit records] amzhf if the audit trail is full.
Note: This requirement has been refined sinc&€Benly allows one selection.

6.1.2 Cryptographic Support (FCS)

6.1.2.1 FCS_CKM.1 Cryptographic key generation

FCS_CKM.1.1 The TSF shall generate cryptographys ke accordance with a specified
cryptographic key generation algorithas|listed beloyvand specified cryptographic key
sizes fs listed baw] that meet the followingssfandards listed below

Algorithm Key Size Standard
Diffie Hellman 1024 RSA PKCS3
RSA PKCS1 2048 ANSI X9.31

Table 11 - Cryptographic Key Generation

6.1.2.2 FCS_CKM.4(1) Cryptographic key Destruction (Keys amnl CSPSs)

FCS_CKM.4.1(1) The TSF shall destroy cryptograpdags in accordance with a
specified cryptographic key destruction method gkapd CSPs are zeroized when a
factory reset is performed via the web-manager, GLtonsole] that meets the
following: [FIPS PUB 140-2 Key Management Secutigvel 1].

6.1.2.3 FCS_CKM.4(2) Cryptographic key Destruction (RNG Sed Key)

FCS_CKM.4.1(2) The TSF shall destroy cryptograpdags in accordance with a
specified cryptographic key destruction method [R&8&d key is zeroized when a
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factory reset is performed via the web-manager, GLtonsole followed by a firmware
update] that meets the following: [no standard].

FCS_COP.1 Cryptographic operation

FCS_COP.1.1 The TSF shall perfortihg cryptographic operations specified bejomw
accordance with a specified cryptographic algorifiime cryptographic algorithms
specified beloyand cryptographic key sizesrjptographic key sizes specified below
that meet the following:standards listed belg).

Operation Algorithm Key Size or Digest | Standard
Length

Encryption and Triple-DES 168 FIPS 46-3
Decryption

AES 256 FIPS 197
Message HMAC SHA-1 128, 224, 256, 384}, FIPS 198
authentication 512
coding
Hashing SHA-1 160 FIPS 180-3
Random Number RSA PKCS1 2048 ANSI X9.31
Generation Appendix A
Digital Signatures RSA 2048 ANSI X9.31

Table 12- Cryptographic Operation

6.1.4 User Data Protection (FDP)

6.1.4.1 FDP_ETC.2 Export of user data with security attributes

FDP_ETC.2.1 The TSF shall enforce ttNAUTHENTICATED INFORMATION
FLOW SFP, AUTHENTICATED INFORMATION FLOW $miPen exporting user data,
controlled under the SFP(s), outside of the TOE.

FDP_ETC.2.2 The TSF shall export the user data thighuser data's associated security

attributes.

FDP_ETC.2.3 The TSF shall ensure that the secaitityputes, when exported outside
the TOE, are unambiguously associated with the kegaser data.

FDP_ETC.2.4 The TSF shall enforce the followingesulvhen user data is exported from

the TOE:
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a) [email messages are archived based on administcatiofigurable parameters
consisting of sender's email address, recipiemtiaieaddress, keyword in
subject, keyword in body, or attachment file naare]

b) Quarantine summary reports can be emailed to eedsus

6.1.4.2 FDP_IFC.1(1) Subset information flow control (unadhenticated information
flow)

FDP_IFC.1.1(1) The TSF shall enforce tNAUTHENTICATED INFORMATION
FLOW SFRon

a) [source subject: TOE interface on which informat®neceived;
b) destination subject: TOE interface to which infotioa is destined,;
c) information: network packets and email messaged; an

d) operations: route network packets and email mesgage

6.1.4.3 FDP_IFC.1(2) Subset information flow control (autrenticated information flow)

FDP_IFC.1.1(2) The TSF shall enforce tA&JTHENTICATED INFORMATION FLOW
SFH on

a) [source subject: TOE interface on which informat®neceived;
b) destination subject: TOE interface to which infotioa is destined;
c) information: network packets and email messaged; an

d) operations: route network packets and email mesgage

6.1.4.4 FDP_IFC.1(3) Subset information flow control (unathenticated TOE services)

FDP_IFC.1.1(3) The TSF shall enforce the AMNTHENTICATED TOE SERVICES
SFH on

a) [source subject: TOE interface on which informat®neceived;
b) destination subject: TOE interface to which infotioa is destined,;
c) information: network packets; and

d) operations: route network packgts

6.1.4.5 FDP_IFC.1(4) Subset information flow control (autfenticated TOE services)

FDP_IFC.1.1(4) The TSF shall enforce tA&JTHENTICATED TOE SERVICES SFP
on

a) [source subject: TOE interface on which informat®neceived;
b) destination subject: TOE interface to which infotioa is destined;
c) information: network packets; and

d) operations: route network packgts
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6.1.4.6 FDP_IFF.1(1) Simple security attributes (unauthenttated information flow policy)

FDP_IFF.1.1(1) The TSF shall enforce tttNAUTHENTICATED INFORMATION
FLOW SFP based on the following types of subject and infation security attributes:

a) [Source subject security attributes: presumed IPreskland email address;

b)  Destination subject security attributes: destinatl® address and (emalil
address);

c) Information security attributes: email message

FDP_IFF.1.2(1) The TSF shall permit an informatfilonv between a controlled subject
and controlled information via a controlled opesatif the following rules hold:

a) [the source IP address is not blocked; and

b) message does not violate antispam, antivirus, coffileering potential violation
analysis rules defined in FAU_SAA.1(1), FAU_SAA,HAd FAU_SAA.1(3)

FDP_IFF.1.3(1) — The TSF shall enforce timeTransparent Mode the TSF shall pass,
drop or intercept connections destined for the tllr@ss of an SMTP/SMTPS server
associated with the protected domain

FDP_IFF.1.4(1) The TSF shall explicitly authoraeinformation flow based on the
following rules: hong.

FDP_IFF.1.5(1) The TSF shall explicitly deny aformation flow based on the
following rules: [

a) The TOE shall ignore requests where the email eastddeomain is not owned by
the TSF; and

b) The TOE shall ignore all traffic except SMTP/SMJ.PS

6.1.4.7 FDP_IFF.1(2) Simple security attributes (authenticéed information flow policy)

FDP_IFF.1.1(2) The TSF shall enforce tA&JTHENTICATED INFORMATION FLOW
SFH based on the following types of subject and infation security attributes:

a) [Source subject security attributes: presumed IPreskland email address;

b) Destination subject security attributes: destinatl® address and (email
address);

c) Information security attributes: email messhge

FDP_IFF.1.2(2) The TSF shall permit an informatilonv between a controlled subject
and controlled information via a controlled opesatif the following rules hold:
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a) [the source IP address is not blocked;

b) user is authenticated using IMAP/IMAPS, LDAP/LDAPSP3/POPS3S,
RADIUS, or SMTP/SMTPS servers; and

c) message does not violate antispam, antivirus, cofiteering potential violation
analysis rules defined in FAU_SAA.1(1), FAU_SAA,HAd FAU_SAA.1(3)

FDP_IFF.1.3(2) The TSF shall enforce the pdditional ruleg

FDP_IFF.1.4(2) The TSF shall explicitly authoreaeinformation flow based on the
following rules: hong.

FDP_IFF.1.5(2) The TSF shall explicitly deny aformation flow based on the
following rules: [

a) The TOE shall ignore requests where the email asiddemain is not owned by
the TSF; and

b) The TOE shall ignore all traffic except SMTP/SMTPS

6.1.4.8 FDP_IFF.1(3) Simple security attributes (unauthenttated TOE services policy)

FDP_IFF.1.1(3) The TSF shall enforce thtNAUTHENTICATED TOE SERVICES
SFH based on the following types of subject and infation security attributes:

a) [Source subject security attributes: presumed IPresk}
b) Destination subject security attributes: destinatl® address;

c) Information security attributes: ICMP message tgpe code as specified in RFC
792.

FDP_IFF.1.2(3) The TSF shall permit an informatfilonv between a controlled subject
and controlled information via a controlled opesatif the following rules hold:

a) [the source IP address is not blocked; and
b) the identity of the destination subject is the TOE
FDP_IFF.1.3(3) — The TSF shall enforce the fdditional rulek

FDP_IFF.1.4(3) The TSF shall explicitly authoreeinformation flow based on the
following rules: hone].

FDP_IFF.1.5(3) The TSF shall explicitly deny aformation flow based on the
following rules: [

a) The TOE shall ignore all traffic except ICYIP

6.1.4.9 FDP_IFF.1(4) Simple security attributes (authenticéed TOE services policy)
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FDP_IFF.1.1(4) The TSF shall enforce tA&JTHENTICATED TOE SERVICES SFP
based on the following types of subject and infdramasecurity attributes:

a) [Source subject security attributes: presumed IPrask}
b) Destination subject security attributes: none;
c) Information security attributes: nohe

FDP_IFF.1.2(4) The TSF shall permit an informatfilonv between a controlled subject
and controlled information via a controlled opesatif the following rules hold:

a) [the source IP address is not blocked;

b) user is authenticated to an IMAP/IMAPS, LDAP/LDAPSP3/POP3S,
RADIUS, or SMTP/SMTPS seryer

FDP_IFF.1.3(4) The TSF shall enforce the pdditional ruleg

FDP_IFF.1.4(4) The TSF shall explicitly authoraeinformation flow based on the
following rules: hone].

FDP_IFF.1.5(4) The TSF shall explicitly deny aformation flow based on the
following rules: [

a) The TOE shall ignore requests where the email easfddeomain is not owned by
the TSF; and

b) The TOE shall ignore all traffic except Webmail (HFVTHTTPS), POP3/POP3S,
and IMAP/IMAP&

6.1.5 Identification and Authentication (FIA)

6.1.5.1 FIA_UAU.1(1) Timing of authentication (SMTP/SMTPS traffic)

FIA_UAU.1.1(1) The TSF shall allongMTP/SMTPS traffic to flow with mediation
through the TOE unless the administrator requirathantication for SMTP/SMTPS
traffic as defined by FIA_UID.2(1) and FIA_UAU.2bn behalf of the user to be
performed before the user is authenticated.

FIA_UAU.1.2(1) The TSF shall require each userdcshbccessfully authenticated before
allowing any other TSF-mediated actions on behflfhat user.

6.1.5.2 FIA_UAU.1(2) Timing of authentication (for TOE services)
FIA_UAU.1.1(2) The TSF shall allonnCMP] on behalf of the user to be performed
before the user is authenticated.

FIA_UAU.1.2(2) The TSF shall require each userachbccessfully authenticated before
allowing any other TSF-mediated actions on behfdlfat user.
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6.1.5.3 FIA_UAU.2(1) User authentication before any actio(SMTP/SMTPS traffic)

FIA_UAU.2.1(1) The TSF shall require each userdashccessfully authenticated to an
IMAP/IMAPS, LDAP/LDAPS, POP3/POP3S, RADIUS, or SMBMTPS servebefore
allowing any other TSF-mediated actions on behfdlfat user.

6.1.5.4 FIA_UAU.2(2) User authentication before any actior(administrators)
FIA_UAU.2.1(2) The TSF shall require each userdcshccessfully authenticated locally
before allowing any other TSF-mediated actions emalf of that user.

6.1.5.5 FIA_UAU.2(3) User authentication before any actior(end users)

FIA_UAU.2.1(3) The TSF shall require each useracshccessfully authenticated to an
IMAP/IMAPS, LDAP/LDAPS, POP3/POP3S, RADIUS, or SMBRTPS servebefore
allowing any other TSF-mediated actions on behflfat user.

6.1.5.6 FIA_UID.2(1) User identification before any action(SMTP/SMTPS traffic)
FIA_UID.2.1(1) The TSF shall require each userecshccessfully identified before
allowing any other TSF-mediated actions on behfdlfat user.

6.1.5.7 FIA_UID.2(2) User identification before any action(administrators)
FIA _UID.2.1(2) The TSF shall require each useraashccessfully identified before
allowing any other TSF-mediated actions on behflfat user.

6.1.5.8 FIA_UID.2(3) User identification before any action(end users)
FIA_UID.2.1(3) The TSF shall require each userecshccessfully identified before
allowing any other TSF-mediated actions on behfdlfat user.

6.1.6 Security Management (FMT)

6.1.6.1 FMT_MOF.1(1) Management of security functions behawur (FAU_SAR,

FAU_SEL, FAU_STG, FRU_RSA)

FMT_MOF.1.1(1) The TSF shall restrict the ability[enable, disable, determine, and
modify the behaviour of | the functionsdcurity audit (FAU_SAR), security audit
(FAU_SEL), maximum quota (FRU_RS#)|the default administrator, read and write
administratot.

6.1.6.2 FMT_MOF.1(2) Management of security functions behawur (FTA_SSL)
FMT_MOF.1.1(2) The TSF shall restrict the ability[tletermine, modify the behaviour
of] the functions $ession termination (FTA_SSlty [the default administratgr

6.1.6.3 FMT_MOF.1(3) Management of security functions behawur (antispam,
antivirus, content filtering)

! End users use Webmail, POP3, or IMAP to accessagtined or archived email.
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FMT_MOF.1.1(3) The TSF shall restrict the ability[tnodify the behaviour of] the
functions ppecified in FAU_ARP.1(1), FAU_ARP.1(2), FAU_ARB.,IFAU_ARP.1(4),
and FAU_SAA.1(1), FAU_SAA.1(2), FAU_SAA.1(3), FAA.$(4), FDP_ETC.2}o
[the default administrator, read and write admingdtr].

6.1.6.4 FMT_MOF.1(4) Management of security functions behawur (antispam and
antivirus updates)

FMT_MOF.1.1(4) The TSF shall restrict the ability[tnodify the behaviour of] the
functions ppecified in FSV_UPD_EXP.1¢ [the default administrator, and read and
write administrato.

6.1.6.5 FMT_MOF.1(5) Management of security functions behawur (administrator
reports)

FMT_MOF.1.1(5) The TSF shall restrict the ability[tietermine the behaviour of,
disable, enable, modify the behaviour of] the fiord [presenting and emailing to the
administrator tabular and graphical reports of atidatg to [the default administrator,
read and write administrat¢r

6.1.6.6 FMT_MSA.1 Management of security attributes

FMT_MSA.1.1 The TSF shall enforce tHeNAUTHENTICATED INFORMATION
FLOW SFP, AUTHENTICATED INFORMATION FLOW SFP, UNABNTICATED
TOE SERVICES SFP, and AUTHENTICATED TOE SERVICEHtS&Festrict the
ability to [change_default, query, modify, deletie¢ security attributesdferenced in the
indicated policepto [default administrator, read and write administrafor

6.1.6.7 FMT_MSA.3 Static attribute initialisation

FMT_MSA.3.1 The TSF shall enforce tHeNAUTHENTICATED INFORMATION
FLOW SFP, AUTHENTICATED INFORMATION FLOW SFP, UNABNTICATED
TOE SERVICES SFP, and AUTHENTICATED TOE SERVICEHt&Brovide
[restrictive] default values for security attribsiténat are used to enforce the SFP.

FMT_MSA.3.2 The TSF shall allow thegfault administrator, read and write
administratot to specify alternative initial values to overrithtee default values when an
object or information is created.

6.1.6.8 FMT_MTD.1(1) Management of TSF data (default adminstrator)

FMT_MTD.1.1(1) The TSF shall restrict the ability perform the operations identified
in Table 13 - Default Administrator Management 8fTData ofithe [TSF data
identified in Table 13 - Default Administrator Magement of TSF Dathto [thedefault
administratot.

Operation TSF Data
view, add, edit, and delete administrator accoahtdl levels
view and change all parts of the FortiMail unit ttigaration,
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Operation TSF Data
including functions defined by FIA_UAU.1(1),
FIA_UAU.1(2), FIA_UAU.1(3), FAU_SEL.1, and
FDP_ETC.2

manually update firmware, antivirus definitions

download or upload system setting

restore the FortiMail unit to not applicable

factory defaults

restart the FortiMail unit not applicable

shut down the FortiMail unit not applicable

delete audit data

set time and date used to form the time stamps in
FPT_STM.1

backup and restore TOE configuration

Table 13 - Default Administrator Management of TSFData

6.1.6.9 FMT_MTD.1(2) Management of TSF data (read and writeadministrator)

FMT_MTD.1.1(2) The TSF shall restrict the ability [perform the operations identified
in Table 14 - Read and Write Administrator Managetwé TSF Data ohthe [TSF data
identified in Table 14 - Read and Write Administrdlanagement of TSF Ddtto [the
read and write administratgr

Operation TSF Data
view administrator accounts
view and change FortiMail unit configuration at gystem and domair

levels, including functions defined by FIA_UAU.1(1
FIA_UAU.1(2), FIA_UAU.1(3), FAU_SEL.1, AND

FDP_ETC.2

change own administrator account password

release and delete guarantined messages for allidem

delete audit data

set time and date used to form the time stamps in
FPT_STM.1

backup and restore TOE configuration

Table 14 - Read and Write Administrator Managementof TSF Data
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6.1.6.10FMT_MTD.1(3) Management of TSF data (read only admistrator)

FMT_MTD.1.1(3) The TSF shall restrict the ability perform the operations identified
in Table 15 - Read Only Administrator Management ®fF Data ohthe [TSF data
identified in Table 15 - Read Only Administrator fMgement of TSF Dafao [theread
only administrato}.

Operation TSF Data

view FortiMail unit configuration at the system
and domain levels

manage mail queues

backup TOE configuration

Table 15 - Read Only Administrator Management of T& Data

6.1.6.11FMT_SMR.1 Security roles
FMT_SMR.1.1 The TSF shall maintain the roldsffult administrator, read and write
administrator, and read only administrajor
FMT_SMR.1.2 The TSF shall be able to associatesusih roles.

6.1.7 Protection of the TSF (FPT)

6.1.7.1 FPT_FLS.1 Failure with preservation of secure state
FPT_FLS.1.1 The TSF shall preserve a secure staga the following types of failures
occur: failure of a unit in aFortiMail Active-passive HA Group is detedted

Application Note: The FPT_FLS.1 requirement isydmiplemented in the Active-passive
High Availability configuration of the TOE.

6.1.7.2 FPT_ITT.1 Basic internal TSF data transfer protection
FPT_ITT.1.1 The TSF shall protect TSF data frons¢ltisure, modification] when it is
transmitted between separate parts of the TOE.

Application Note: The FPT_ITT.1 requirement onbpkes to the High Availability
configuration of the TOE. To address this requieatra separate HA interface between
units is used, with the cable being within the T@ndary (as shown iRigure 2 —
FortiMail High Availability Configuratior).

6.1.7.3 FPT_STM.1 Reliable time stamps
FPT_STM.1.1 The TSF shall be able to provide rédigime stamps.
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6.1.8 Fault Tolerance (FRU)

6.1.8.1 FRU_FLT.1 Degraded fault tolerance

FRU_FLT.1.1 The TSF shall ensure the operatioralbfl[OE functionality when the
following failures occur: gomplete failure of primary unit, failure of primaunit to
accept SMTP/SMTPS service, failure of primary tmaccept POP service
(POP3/POP3S), and failure of primary unit to accéygb service (HTTP/HTTPS)
connectionp

Application Note: The FRU_FLT.1 requirement isyoimhplemented in the Active-
passive High Availability configuration of the TOEhough all TOE functionality is
provided by the passive unit if the primary unitsiathe Bayesian database is not
duplicated to the passive unit.

6.1.8.2 FRU_RSA.1 Maximum quotas

FRU_RSA.1.1 The TSF shall enforce maximum quotal@following resources:
[connectiongthat [individual user, defined group of usershaee [simultaneously, over
a specified period of time].

6.1.9 Antivirus Updates (FSV)

6.1.9.1 FSV_UPD_EXP.1 Antispam and Antivirus Updates

FSV_UPD_EXP.1.1 The TSF shall provide a securehar@iem to update the antispam
and antivirus signatures used by the TSF.

Application Note: Virus signature updates consfaipdates to both the virus signature
database and the processing engine for the deteaftiarus attacks. The TOE provides
specific guidance to administrators noting thathie evaluated configuration of the TOE,
only the virus signature database updates may feedpo the TOE.

6.1.10 TOE Access (FTA)

6.1.10.1FTA_SSL.3 TSF-initiated termination

FTA SSL.3.1 The TSF shall terminate-aninteractigministrative session after an
[administrator specified time interval of user inaiy].

6.1.11 Trusted Path/Channels (TRP)

6.1.11.1FTP_ITC.1 Inter-TSF trusted channel

FTP_ITC.1.1 The TSF shall provide a communicatioannel between itself anrd-anether
trustedFproducthe FortiGuard Distribution Server that is logically distinct from
other communication channels and provides assdesdification of its end points and
protection of the channel data from modificatiordwsclosure.

FTP_ITC.1.2 The TSF shall permit [the TSF] to e communication via the trusted
channel.
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FTP_ITC.1.3 The TSF shall initiate communicatioa the trusted channel foAftispam
and Antivirus Updatgds

6.1.11.2FTP_TRP.1 Trusted Path

FTP_TRP.1.1 The TSF shall provide a communicatath petween itself and [remote]
users that is logically distinct from other comnuation paths and provides assured
identification of its end points and protectiontié communicated data from
[modification, disclosure].

FTP_TRP.1.2 The TSF shall permit [remote usersjit@mte communication via the
trusted path.

FTP_TRP.1.3 The TSF shall require the use of teted path for [initial user
authentication].

6.2 TOE SECURITY ASSURANCE REQUIREMENTS

The TOE assurance requirements for this ST coabtbie requirements corresponding to
the EAL 2 level of assurance, as defined in theR@@ 3, augmented by the inclusion of
Basic Flaw Remediation (ALC_FLR.1). EAL 2 was abo$or competitive reasons. The
developer is claiming the ALC_FLR.1 augmentatiarcsithere are a number of areas
where current Fortinet practices and proceduresagkthe minimum requirements for
EAL 2.

The assurance requirements are summarized in thle T& - EAL 2 Assurance
Requirements below.

Assurance Components
Assurance Class
Identifier Name
Development ADV_ARC.1 Security architecture dedesip
ADV ESP.2 Secu_r!ty-e_nforcmg functional
- specification
ADV_TDS.1 Basic design
Guidance Documents)] AGD_OPE.1 Operational useragiel
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.2 Use of a CM system
ALC _CMS.2 Parts of the TOE CM coverage
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Assurance Components
Assurance Class
Identifier Name
ALC DEL.1 Delivery procedures
ALC_FLR.1 Basic flaw remediation
Securlty Target ASE_CCL.1 Conformance claims
Evaluation
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
ASE_OBJ.2 Security objectives
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
Tests ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
Vulnerability AVA VAN.2 Vulnerability analysis
Assessment

Table 16 - EAL 2 Assurance Requirements

7  TOE SUMMARY SPECIFICATION

This section provides a description of the secdutgctions and assurance measures of the TOE
that meet the TOE security requirements.

7.1 TOE SECURITY FUNCTIONS
A description of each of the TOE security functidoléows.
7.1.1 F.Audit

The TOE creates audit records for administrativenés; potential TSP violations and
information flow decisions. The TOE records timeloé event, the identity of the administrator
or user who caused the event, and details of thetes they occur. The administrator can
review and search the audit records. The auditrdscare stored locally. The administrator can
also control the events that are audited base@werisy level. Old audit records are overwritten
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if the audit trail is full or logging stops if thaption has been chosen by the administrator. tAudi
records can not be modified and can only be deleyatie default or read and write
administrator. In addition to being time stampeakh audit record is also assigned a sequential
event ID. The timestamps originate from the TGiy'stem clock. The administrator can set the
system clock. Changes to the date/time are audited

The audit information is contained in four typedagfs consisting of the event log, virus log,
spam log, and history log. The event log contamamagement activity and events, such as
administration and HA activity. The virus and splags record events related to virus and spam
detection. The history log contains informatioowlrecords.

The administrator can view audit information basadhe following parameters:
log type consisting of history, event, antispang antivirus;

sub type consisting of (ALL, Configuration, Admirs&r, Webmail, System, HA, Update
Failure, Update Success, POP3, IMAP, SMTP, OTHERS);

keyword (all log types);

email subject (history log type);

email from, to, message (history, antispam, antviams$ log types);
session ID (all log types);

log ID (all log types);

client name (history log type); and

date/time (all log types).

Information from log files can also be presentethibular and graphical reports and can be
emailed to administrators.

The administrator can control the information tisadudited by on severity level consisting of:
0 - Emergency The system has become unusable.
1 - Alert Immediate action is required.
2 - Critical Functionality is affected.
3 - Error An error condition exists and functiobakould be affected.
4 - Warning Functionality could be affected.
5 - Notification Information about normal events.

6 - Information General information about systereragions.

7.1.2 F.Authentication

In order to protect the TOE data and servicesTtBE requires identification and authentication
for all administrative access via the network ifgees. Identification and authentication is
always enforced on the serial interface (Local ©®)s The identification and authentication
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mechanism is a username and password combinati@nadcounts are created by the Default
Administrator or the Read and Write Administrateeothe serial or network interfaces. The
TOE maintains administrator accounts locally.

In addition the TOE supports authentication foomfation flows and TOE services
(AUTHENTICATED INFORMATION FLOW SFP and AUTHENTICAED TOE SERVICES
SFP). Supported authentication methods are IMARPSE, LDAP/LDAPS, POP3/POP3S,
RADIUS, and SMTP/SMTPS servers.

7.1.3 F.InformationFlow

The TOE operates in accordance with four informmafiow security functional policies.

For the UNAUTHENTICATED INFORMATION FLOW SFP ande¢lAUTHENTICATED
INFORMATION FLOW SFP, the subjects under controtlu policy are the TOE interfaces
that connect to unauthenticated and authenticatedswn an internal or external network
sending information through the TOE to other degioms on the internal or external network.
Unless the administrator requires authenticatiorSfd TP/SMTPS traffic, the
UNAUTHENTICATED INFORMATION FLOW SFP allows unauthécated SMTP/SMTPS
traffic to pass information through the TOE. The BHENTICATED INFORMATION FLOW
SFP allows the administrator to restrict the pagsinSMTP/SMTPS traffic through the TOE to
users authenticated using IMAP/IMAPS, LDAP/LDAP&R3/POP3S, RADIUS, or
SMTP/SMTPS.

For the UNAUTHENTICATED TOE SERVICES SFP, the sutgeunder control of this policy
are the TOE interfaces that connect unauthentiazeds on an internal or external network
sending information to or receiving informationighe TOE. The UNAUTHENTICATED
TOE SERVICES SFP allows the TOE to respond to IGbkHests.

For the AUTHENTICATED TOE SERVICES SFP, the sulbgaahder control of this policy are
the TOE interfaces that connect authenticated wsees) internal or external network sending
information to or receiving information from the EOThe AUTHENTICATED TOE
SERVICES SFP allows end users to access quarariaé via Webmail (HTTP/HTTPS),
POP3/POPS3S, or IMAP/IMAPS using credentials stamreén IMAP/IMAPS, LDAP/LDAPS,
POP3/POP3S, RADIUS, or SMTP/SMTPS server.

The TOE provides the ability to archive emails (UWPHENTICATED INFORMATION
FLOW SFP and AUTHENTICATED INFORMATION FLOW SFP) $d on administrator
controlled settings. Incoming and outgoing messag®a exported outside the TOE based on
sender's email address, recipient's email addceggjord in subject, keyword in body, or
attachment file name.

The TOE allows the Administrator to view all infoation flows allowed by the information

flow policy rules before the rules are applied.r Fbormation to pass through the TOE, it must
match one of the Administrator specified rules \ahpermit the information flow. The TOE
provides filtering based on the content of theinfation flows. The TOE can perform antivirus,
antispam, and content filtering. The TSF immedya¢aforces changes to the information flow
policy rules when applied.
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For antivirus filtering, the SMTP/SMTPS protocokisbject to filtering. The Administrator can
also select the specific antivirus filtering teajures which are applied. If a virus is detected in
an information flow the TOE can optionally, as gped by the Administrator, quarantine the
information flow for further analysis and replabe information flow content containing the
virus with a ‘replacement message’ the contentlativis specified by the Administrator.

Antispam filtering is applied to information flowghich use the SMTP/SMTPS, POP3/POP3S
and IMAP/IMAPS protocols. The Administrator canesglthe antispam filtering techniques
which are applied to these protocols. These igcdes include FortiGuard-Antispam scan,
forged IP scan, greylist scan, DNSBL scan, deeddrescan, SURBL scan, bayesian scan,
heuristic scan, dictionary scan, banned word s&ath image scan. The Administrator can also
specify the action to be taken when spam is dedentan information flow and can also specify
a replacement message.

Content filtering is applied to information flowshieh use the SMTP/SMTPS, POP3/POP3S and
IMAP/IMAPS protocols and filters non-spam content!s as words and file attachments that are
not permitted by an organization's network usadeyoContent filtering can check for words

in messages and/or filter attachments based otyfie If desired a replacement message can
be specified by the administrator.

For messages which are quarantined as a reslilieoini, the TOE, at the discretion of the
administrator, can be configured to email quarans$mmmary reports to end users.

The TOE also performs ongoing analysis and willfgdhe administrator if significant system
events occur that may indicate a potential securdhation. These events include system error,
disk is full, remote archiving fails, HA eventsskiquota of an account is exceeded, dictionary is
corrupted, system quarantine quota is full, ane@wlefl emails exceed a specified limit.

For antispam filtering, the Administrator can cguiie the TOE to connect with a FortiGuard
Distribution Server in order to determine whethenot an information flow contains spam. For
antispam and antivirus filtering, the Administratan configure the TOE to periodically
download antispam and antivirus signature inforaratrom a FortiGuard Distribution Server.
All communications between the TOE and the Forti@uaistribution Server use a trusted
channel which is provided by the TOE.

The TOE minimizes directory harvest attacks (DHArking SMTP/SMTPS client behaviour
and limits deliveries of those clients sending ssoge spam messages, infected email, or
messages to invalid recipients. Should clientgioaa delivering these types of messages, their
connection attempts will be rejected. Sender @it is managed by the FortiMail unit and
requires no administration.

7.1.4 F.Protection

The TOE maintains an isolated security domaint®own execution. No other applications can
be loaded onto the TOE. Administrators and usensal have access to the operating system or
the file system (there are no root/system levets)seThe TOE stores all security and
configuration data in segregated configuratiorsfilEhe TOE only provides identification,
authentication and information flow services to famministrative users. To protect
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administrative sessions the TOE terminates unattbsdssions and uses cryptography to ensure
that the administrator's credentials and sessimnpratected.

The TOE provides high availability features to allmad balancing (Config-only HA) or

failover protection (Active-passive HA). For failer protection the TOE preserves a secure
state and ensures that mail data is synchronibeada transmitted between units in a HA cluster
is protected through the use of a separate HAfaderand by physically protecting the cable.

The TOE provides a time stamp which is providedhigyhardware.

The TOE protects against denial of service attagkiyproviding the ability to limit the number
and duration of client (IP address or email sergennections.

The TOE can also send alert emails to the admaestivhen system related events occur
including:

critical events (the FortiMail unit detects a systerror that may affect its operation);
the hard disk of the FortiMail unit is full;

remote archiving failures;

HA events;

disk quota of an account is exceeded; and

system quarantine quota is full.

The TOE provides the administrator the ability mdoece limits on the connections that users or
groups of users can use simultaneously or overiagef time. Connections can be controlled
by IP address or by email domains.

7.1.5 F.SecurityManagement

Administrative access to the TOE is restrictedutharised administrators and is controlled
through a set of pre-defined roles (default adniaisr, read and write administrator, and read
only administrator). The roles permit specificaégmf administrative activities to be performed.
The activities are shown in Table 13 - Default Adisirator Management of TSF Data, Table 14
- Read and Write Administrator Management of TSkaDand Table 15 - Read Only
Administrator Management of TSF Data.

The TOE allows both local and remote administratlascal administration is performed using
the Local Console. Remote administration is pertrasing the Network Web-Based GUI or
Network CLI interfaces.

The TOE provides the default administrator and r@adiwrite administrator with the ability to
backup and restore the configuration via the Nekvirl or Network Web-Based GUI
interfaces. The configuration backup consistsewesal parts which include the following:

core configuration file;
Bayesian databases;

dictionary database;
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mail queues;
black/white list database; and
email user's address books.

The configuration backup does not include emaihiaes stored locally, log files, and generated
report files.

The TOE restricts changing the default, viewingdifyong, and deleting information flow and
TOE services settings to the default administratat the read and write administrator. Unless
changed by the administrator, by default informafiows are restrictive and email messages are
rejected. By default the TOE responds to ICMP estgiunless changed by the administrator.
Authenticated services require end user accounts.

The TOE restricts the ability to present and enadillar and graphical reports of audit data to
the default administrator and the read and writaiaistrator.
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FAU_ARP.1(1) X
FAU_ARP.1(2) X
FAU_ARP.1(3) X
FAU_ARP.1(4) X
FAU _GEN.1 X
FAU GEN.2 X
FAU SAA.1(1) X
FAU_SAA.1(2) X
FAU_SAA.1(3) X
FAU_SAA.1(4) X
FAU SAR.1 X
FAU SAR.3 X
FAU SEL.1 X
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F.Authentication
F.InformationFlow
F.Protection
F.SecurityManagement

FAU STG.1
FAU_STG.4
FCS_CKM.1
FCS_CKM.4(1)
FCS_CKM.4(2)
FCS_COP.1
FDP_ETC.2
FDP_IFC.1(1)
FDP_IFC.1(2)
FDP_IFC.1(3)
FDP_IFC.1(4)
FDP_IFF.1(1)
FDP_IFF.1(2)
FDP_IFF.1(3)
FDP_IFF.1(4)
FIA_UAU.1(1)
FIA_UAU.1(2)
FIA_UAU.2(1)
FIA_UAU.2(2)
FIA_UAU.2(3)
FIA_UID.2(1)
FIA_UID.2(2)
FIA_UID.2(3)
FMT_MOF.1(1) X
FMT_MOF.1(2) X

x| x| F.Audit

x| X| X| X

x| x| x| x| x| x| x| x| x| x| x| x| %

X X X| X X| X| X| X
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F.Audit
F.Authentication
F.InformationFlow
F.Protection

FMT_MOF.1(3)
FMT_MOF.1(4)
FMT_MOF.1(5) X
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1(1)
FMT_MTD.1(2)
FMT_MTD.1(3)
FMT_SMR.1
FPT_FLS.1
FPT_ITT.1
FPT_STM.1 X
FRU FLT.1
FRU_RSA.1
FSV_UPD_EXP.1 X
FTA_SSL.3 X
FTP_ITC.1 X | X
FTP_TRP.1 X | X

x| X| X| X| X| X| X| x| x| F.SecurityManagement

x| X| X| X| x

Table 17- Mapping of Security Functions to SFRs

8 CONVENTIONS AND TERMINOLOGY

8.1 CONVENTIONS

The CC permits four types of operations to be peréml on functional requirements: selection,
assignment, refinement, and iteration. These opastwhen performed on requirements that
derive from CC Part 2 are identified in this SThe following manner:
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Selection: Indicated by surrounding brackets, ¢sglected item]. To improve
readability selections of [none] are generally stodwn.

Assignment: Indicated by surrounding brackets &alits, e.g., §ssigned itef
To improve readability assignments abjg are generally not shown.

Refinement: Refined components are identified bggianderliningadditional
information, or-strikeeutor deleted text.

Iteration: Indicated by assigning a number in ptresis to the end of the
functional component identifier as well as by mguh§ the functional component
title to distinguish between iterations, e.g., ‘FDRC.1(1), Subset information
flow control (unauthenticated information flow pol)’ and ‘FDP_IFC.1(2)
Subset information flow control (unauthenticatedEr€ervices policy)'.

8.2 TERMINOLOGY AND ACRONYMS
8.2.1 Terminology

The following terminology is used in this ST:

Administrator An Administrator is responsible fatrainistering the TOE. The
TOE has three administrative roles; default adrmaisr, read and
write administration, and read only administratédministration
is performed using the administrator interfacesclltonsist of the
Local Console, Network Web-Based GUI, and Netwokk C

Attack Potential The perceived potential for susaafsan attack, should an attack
be launched, expressed in terms of an attackepsrése,
resources and motivation.

Banned word scanning The administrator can specify a list of banned was part of an
antispam profile. If the FortiMail unit detects aofythe banned
words in the email body or header, it flags the ieasaspam.

Bayesian scanning Bayesian scanning is one of #ikads that the FortiMail
Gateway uses to filter email for spam. Bayesiderslare the
latest in spam filtering technology. The filteezognize spam by
looking at the words (or "tokens") in email. A Baian filter starts
with two collections of email, one of spam and ohé&gitimate
email. For every word in the emails, it calculagespam
probability based on the proportion of spam ocawes.
Scanning is performed using information from theEl¥OBayesian
Database.
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Deep header scanning Deep header scanning involves two separate chBtksk IP

DNSBL scanning

Forged IP scanning

FortiGuard Antispam
DNSBL

FortiGuard Antispam
service

checking examines the “Received” fields of the dineader. The
FortiMail unit then extracts any URIs or IPs frohetheader and
passes them to the FortiGuard Antispam service, BA\Sr
SURBL servers for spam checking. Header analysas@es the
entire message header for spam characteristics.

In addition to supporting Fortinet’'s FortiGuard Apam DNSBL
service, the FortiMail unit supports administrati@fined, third-
party DNS Blacklist servers.

When the FortiMail unit receives an email mess#agmnverts the
sender's IP address to a canonical host name. diti&&il unit
then compares all of the officially listed IP adskes for that host
name with the sender's IP address. If the senékeaddress is not
found, the FortiMail unit considers the IP addrasd host name to
be forged and treats the email as spam.

To achieve up-to-date real-time identification, BetiGuard
Antispam service uses globally distributed spanbesahat
receive over one million spam messages per dayFohesuard
Antispam service uses multiple layers of identtiima processes to
produce an up-to-date list of spam origins. Tohfertenhance the
service and streamline performance, the FortiGAatgspam
service continuously retests each of the “knowhtities in the
list to determine the state of the origin (activenactive). If a
known spam origin has been decommissioned, théGwatd
Antispam service removes the origin from the listis providing
customers with both accuracy and performance.

The FortiGuard Antispam service is a Fortinet-maubsgrvice
that provides a three-element approach to screeamrail
messages. The first element is a DNS Block List §BN) which
is a “living” list of known spam origins. The seabalement is an
in-depth email screening based on a Uniform Resolgtentifier
(URI) contained in the message body — commonly knas/Spam
URI Realtime Blackhole Lists (SURBLS). The thir@elent is the
FortiGuard Antispam Spam Checksum Blocklist (SHASure.
Using SHASH, the FortiMail unit sends a hash otamrail to the
FortiGuard Antispam server which compares the bastashes of
known spam messages stored in the FortiGuard Aartisp
database. If the hash results match, the emdéggdéd as spam

Doc No: ST0004

Version: 1.3 Date: 9 December 2009 agers9 of 72



FortiGuard Antispam
SURBL

Greylist scanning

Heuristic scanning

Image spam scanning

Local Console

Network Management
Station

FortiMail™ Security Target

To detect spam based on the message body URIdlyusea
sites), Fortinet uses FortiGuard Antispam SURBIhietogy.
Complementing the DNSBL component, which blockssagss
based on spam origin, SURBL technology blocks ngessthat
have spam hosts mentioned in message bodies. Bgiagahe
message body, SURBL is able to determine if thesagsis a
known spam message regardless of origin. This antgtiee
DNSBL technology by detecting spam messages framsgource
that may be dynamic, or a spam source that isnjatawn to the
DNSBL service. The combination of both technologiesvides a
superior managed service with higher detectiorsréitan
traditional DNSBLs or SURBLSs alone.

Greylist scanning blocks spam based on the behatite
sending server, rather than the content of the agess When
receiving an email from an unknown server, theifai unit will
temporarily reject the message. If the mail istlewate, the
originating server will try to send it again latat,which time the
FortiMail unit will accept it.

The FortiMail unit includes rules the heuristiddil uses. Each rule
has an individual score used to calculate the tmaite for an
email. An upper and lower limit threshold for theunistic filter is
set for each antispam profile. To determine if avaiéis spam, the
heuristic filter examines an email message and duscore for
each rule that applies to get a total score farehzail. If the total
is greater than or equal to the upper thresho#dfilfer classifies
the email as spam and processes it accordingdllye Ilfotal is less
than or equal to the lower threshold, the emaillosspam. If the
total is between the two thresholds, then the kgariilter cannot
determine whether the email is spam or not spaerméaiation.

Spammers attempt to getaiimail messages past spam
safeguards by replacing the message body with agarfile. This
image file displays a graphic of the desired teXince the
message body contains no real text, scanners @eksigrexamine
the message body find nothing to work with. Howetles
FortiMail unit’'s image spam scan is equipped tonexe and
identify GIF, JPEG, and PNG graphics used in imsgn.

A management console (may be a canputrkstation or VT100
type terminal) connected directly to the TOE. Alilgb the Local
Console falls outside the TOE Boundary it is loddtethe same
physical location as the TOE and therefore is mhediwith the
same physical protection as is provided for the TOE

A computer located remotely from the TOE but whichble to
establish a network connection to the TOE. The detw
Management Station falls outside the TOE Boundary.
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SURBL scanning

Whitelist word
scanning

8.2.2 Acronyms
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The TOE can make no claim ag te#h address of any source or
destination subject, therefore the TOE can onlysesp that these
addresses are accurate. Therefore, a ‘presumedsaddr used to
identify source and destination addresses.

In addition to supporting Fortinet’'s FortiGuard Apam SURBL
service, the FortiMail unit supports administrati@fined, third-
party Spam URI Realtime Block Lists servers.

You can specify a white list of words as part ofaatispam
profile. If the FortiMail unit detects a whiteligtord, it treats the
message as non-spam and cancels further antis@amirsg.

The following acronyms are used in this ST:

AES
CLI
DES
DHA
DNS
DNSBL
DOS
FIPS
GUI
HA
HMAC
HTTP
HTTPS
ICMP
IMAP
IMAPS
IP
LDAP
LDAPS
PKCS
POP3

Advanced Encryption Standard

Command Line Interface

Data Encryption Standard

Directory Harvest Attacks

Domain Name Server

DNS Black List (see DNS above)

Denial of Service

Federal Information Processing Standards

Graphical User Interface

High-Availability

Hash Message Authentication Code

Hypertext Transfer Protocol

Hypertext Transfer Protocol Over Secure Solcager
Internet Control Message Protocol

Internet Message Access Protocol

Internet Message Access Protocol Over SeSaooket Layer
Internet Protocol

Lightweight Directory Access Protocol

Lightweight Directory Access Protocol Overc8ee Socket Layer
Public-Key Cryptography Standards

Post Office Protocol

Doc No: ST0004

Version: 1.3 Date: 9 December 2009 agePr1 of 72



FortiMail™ Security Target

POP3S Post Office Protocol Over Secure Socket Layer
RADIUS Remote Authentication Dial In User Service
RBL Real-Time Black List

RNG Random Number Generator

SFP Security Functional Policy

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

SMTPS Simple Mail Transfer Protocol Over Securek8btayer
SSH Secure Shell

ST Security Target

SURBL Spam URI Realtime Block Lists (see URI below)
TOE Target of Evaluation

TSF TOE Security Function

URI Uniform Resource Identifier
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