
' 2007 Blue Coat Systems, Inc. 

Blue Coat Systems, Inc. 
ProxySG Operating System v4.2.5.1 

 
 
 
 
 

 
 
 

Security Target 
 

Evaluation Assurance Level: EAL2+ 
Document Version: 0.94 

 
 
 
 

  

Prepared for: Prepared by: 

 
 

Blue Coat Systems, Inc. Corsec Security, Inc. 
420 N. Mary Avenue 
Sunnyvale, CA 94085 

10340 Democracy Lane, Suite 201 
Fairfax, VA  22030 

Phone: (408) 220-2200 Phone: (703) 267-6050 
  

http://www.bluecoat.com http://www.corsec.com 





Security Target, Version 0.94 October 19, 2007 
 

Blue Coat ProxySG Operating System v4.2.5.1 Page i  
' 2007 Blue Coat Systems, Inc. 

 

Revision History 

Version Modification Date Modified By Description of Changes 

0.1 2007-01-05 Darryl H. Johnson Initial draft. 

0.2 2007-01-29 Darryl H. Johnson Made additions/revisions to reflect Management 
Console web interface and other new capabilities. 

0.3 2007-02-07 Darryl H. Johnson Incorporated customer feedback regarding consistent 
description of the various administrators and 
administrative access methods, account lockout 
parameters, and secure network paths. 

0.4 2007-03-12 Darryl H. Johnson Addressed issues from lab in �DOMUS OR 01� (2007-
02-12) 

0.5 2007-03-19 Darryl H. Johnson Incorporated lab/customer feedback regarding SOF 
and network path vulnerabilities. 

0.6 2007-03-26 Darryl H. Johnson Addressed minor editorial issues. 

0.7 2007-03-29 Darryl H. Johnson Addressed comments from evaluator. 

0.8 2007-06-25 Justin Dubbs 
Nathan Lee 

Added SSH and SSL exclusion.  Changed the product 
version number. 

0.9 2007-07-24 Elizabeth Pugrud Address issues from lab in �DOMUS OR 06,� 2007-06-
28. 

0.91 2007-09-13 Elizabeth Pugrud Updated TOE version number throughout. 

0.92 2007-10-03 Elizabeth Pugrud Updates to assumptions and objectives based on 
DOMUS OR 08, July 13, 2007. 

0.93 2007-10-19 Nathan Lee DOMUS OR 9: Updated A.PASSWORD and 
OE.PASSWORD to harmonize them with the AVA�s 
SOF. 

0.94 2007-10-19 Nathan Lee DOMUS OR 9: Deleted Sections 8.8.1 and 8.8.2 as no 
SOF calculations or proof are required in the ST. 



Security Target, Version 0.94 October 19, 2007 
 

Blue Coat ProxySG Operating System v4.2.5.1 Page ii  
' 2007 Blue Coat Systems, Inc. 

 

Table of Contents 

1� SECURITY TARGET INTRODUCTION ........................................................................................................ 1�
1.1� PURPOSE ..................................................................................................................................................... 1�
1.2� SECURITY TARGET, TOE AND CC IDENTIFICATION AND CONFORMANCE ................................................... 1�
1.3� CONVENTIONS, ACRONYMS, AND TERMINOLOGY ....................................................................................... 2�

1.3.1� Conventions ................................................................................................................................... 2�
1.3.2� Acronyms and Terminology ........................................................................................................... 2�

2� TOE DESCRIPTION .......................................................................................................................................... 3�
2.1� PRODUCT TYPE ........................................................................................................................................... 3�
2.2� PRODUCT DESCRIPTION .............................................................................................................................. 3�

2.2.1� SGOS Concepts .............................................................................................................................. 4�
2.3� TOE BOUNDARIES AND SCOPE ................................................................................................................... 6�

2.3.1� Physical Boundary ......................................................................................................................... 6�
2.3.2� Logical Boundary........................................................................................................................... 7�
2.3.3� Excluded Features and Functionality ............................................................................................ 9�

3� SECURITY ENVIRONMENT ......................................................................................................................... 10�
3.1� ASSUMPTIONS ........................................................................................................................................... 10�
3.2� THREATS TO SECURITY ............................................................................................................................. 10�
3.3� ORGANIZATIONAL SECURITY POLICIES ..................................................................................................... 11�

4� SECURITY OBJECTIVES .............................................................................................................................. 13�
4.1� SECURITY OBJECTIVES FOR THE TOE ....................................................................................................... 13�
4.2� SECURITY OBJECTIVES FOR THE ENVIRONMENT ....................................................................................... 13�

4.2.1� IT Environment Security Objectives............................................................................................. 13�
4.2.2� Non-IT Environment Security Objectives ..................................................................................... 14�

5� SECURITY REQUIREMENTS ....................................................................................................................... 15�
5.1� TOE SECURITY FUNCTIONAL REQUIREMENTS .......................................................................................... 15�

5.1.1� Class FAU: Security Audit ........................................................................................................... 17�
5.1.2� Class FDP: User Data Protection ............................................................................................... 20�
5.1.3� Class FIA: Identification and Authentication .............................................................................. 24�
5.1.4� Class FMT: Security Management............................................................................................... 29�
5.1.5� Class FPT: Protection of the TSF ................................................................................................ 33�

5.2� IT ENVIRONMENT SECURITY FUNCTIONAL REQUIREMENTS ..................................................................... 34�
5.2.1� Class FPT: Protection of the TSF ................................................................................................ 34�

5.3� ASSURANCE REQUIREMENTS .................................................................................................................... 36�

6� TOE SUMMARY SPECIFICATION .............................................................................................................. 37�
6.1� TOE SECURITY FUNCTIONS ...................................................................................................................... 37�

6.1.1� Security Audit ............................................................................................................................... 38�
6.1.2� User Data Protection ................................................................................................................... 39�
6.1.3� Identification and Authentication ................................................................................................. 41�
6.1.4� Security Management ................................................................................................................... 42�
6.1.5� Protection of the TSF ................................................................................................................... 42�

6.2� TOE SECURITY ASSURANCE MEASURES ................................................................................................... 42�
6.2.1� Configuration Management ......................................................................................................... 43�
6.2.2� Delivery and Operation ............................................................................................................... 43�
6.2.3� Development ................................................................................................................................ 44�
6.2.4� Guidance Documents ................................................................................................................... 44�
6.2.5� Life Cycle Support........................................................................................................................ 44�
6.2.6� Tests ............................................................................................................................................. 44�
6.2.7� Vulnerability Assessment ............................................................................................................. 44�

7� PROTECTION PROFILE CLAIMS ............................................................................................................... 45�



Security Target, Version 0.94 October 19, 2007 
 

Blue Coat ProxySG Operating System v4.2.5.1 Page iii  
' 2007 Blue Coat Systems, Inc. 

 

7.1� PROTECTION PROFILE REFERENCE ............................................................................................................ 45�

8� RATIONALE ..................................................................................................................................................... 46�
8.1� TOE SECURITY OBJECTIVES RATIONALE .................................................................................................. 46�

8.1.1� Rationale for TOE Security Objectives Relating to Threats ........................................................ 46�
8.1.2� Rationale for TOE Security Objectives Relating to Policies ........................................................ 48�

8.2� IT ENVIRONMENT SECURITY OBJECTIVES RATIONALE ............................................................................. 49�
8.2.1� Rationale for IT Environment Security Objectives Relating to Threats ....................................... 50�
8.2.2� Rationale for IT Environment Security Objectives Relating to Assumptions ............................... 51�
8.2.3� Rationale for IT Environment Security Objectives Relating to Policies ...................................... 52�

8.3� SECURITY FUNCTIONAL REQUIREMENTS RATIONALE ............................................................................... 53�
8.3.1� Rationale for SFRs Relating to TOE Security Objectives ............................................................ 54�
8.3.2� Rationale for SFRs Relating to IT Environment Security Objectives ........................................... 58�

8.4� EXPLICITLY-STATED REQUIREMENTS RATIONALE .................................................................................... 59�
8.5� SECURITY ASSURANCE REQUIREMENTS RATIONALE ................................................................................ 59�
8.6� DEPENDENCY RATIONALE ........................................................................................................................ 60�
8.7� TOE SUMMARY SPECIFICATION RATIONALE ............................................................................................ 61�

8.7.1� TOE Summary Specification Rationale for the Security Functions ............................................. 61�
8.7.2� TOE Summary Specification Rationale for the SARs ................................................................... 64�

8.8� STRENGTH OF FUNCTION ........................................................................................................................... 66�

9� ACRONYMS ...................................................................................................................................................... 67�

 

Table of Figures 

FIGURE 1 �  TYPICAL ENTERPRISE DEPLOYMENT OF THE TOE ....................................................................................... 3�
FIGURE 2 �  FORWARD (GATEWAY) PROXY DEPLOYMENT ............................................................................................. 5�
FIGURE 3 �  REVERSE (SERVER) PROXY DEPLOYMENT ................................................................................................... 5�
FIGURE 4 �  TOE PHYSICAL AND LOGICAL BOUNDARIES ................................................................................................ 6�
FIGURE 5 �  SAMPLE CONFIGURABLE POLICY ............................................................................................................... 40�

 

List of Tables 

TABLE 1 �  ST, TOE, AND CC IDENTIFICATION AND CONFORMANCE ............................................................................. 1�
TABLE 2 �  ASSUMPTIONS ............................................................................................................................................. 10�
TABLE 3 �  THREATS ..................................................................................................................................................... 11�
TABLE 4 �  ORGANIZATIONAL SECURITY POLICIES ....................................................................................................... 11�
TABLE 5 �  SECURITY OBJECTIVES FOR THE TOE ......................................................................................................... 13�
TABLE 6 �  IT SECURITY OBJECTIVES FOR THE TOE ENVIRONMENT ............................................................................ 13�
TABLE 7 �  NON-IT SECURITY OBJECTIVES FOR THE TOE ENVIRONMENT.................................................................... 14�
TABLE 8 �  TOE SECURITY FUNCTIONAL REQUIREMENTS ............................................................................................ 15�
TABLE 9 �  BASIC-LEVEL AUDITABLE EVENTS ............................................................................................................. 17�
TABLE 10 �  AUTHORIZED ROLES ................................................................................................................................. 31�
TABLE 11 �  IT ENVIRONMENT SECURITY FUNCTIONAL REQUIREMENTS ..................................................................... 34�
TABLE 12 �  ASSURANCE REQUIREMENTS ..................................................................................................................... 36�
TABLE 13 �  MAPPING OF TOE SECURITY FUNCTIONS TO SFRS ................................................................................... 37�
TABLE 14 �  MAPPING OF TOE ASSURANCE COMPONENTS TO DOCUMENTATION ........................................................ 43�
TABLE 15 �  MAPPING OF TOE SECURITY OBJECTIVES TO THREATS AND POLICIES ..................................................... 46�
TABLE 16 �  TOE SECURITY OBJECTIVES RATIONALE RELATING TO THREATS ............................................................ 47�
TABLE 17 �  TOE SECURITY OBJECTIVES RATIONALE RELATING TO POLICIES ............................................................ 48�
TABLE 18 �  MAPPING OF IT ENVIRONMENT SECURITY OBJECTIVES TO THREATS, ASSUMPTIONS, AND POLICIES ....... 49�
TABLE 19 �  IT ENVIRONMENT SECURITY OBJECTIVES RATIONALE RELATING TO THREATS........................................ 50�



Security Target, Version 0.94 October 19, 2007 
 

Blue Coat ProxySG Operating System v4.2.5.1 Page iv  
' 2007 Blue Coat Systems, Inc. 

 

TABLE 20 �  IT ENVIRONMENT SECURITY OBJECTIVES RATIONALE RELATING TO ASSUMPTIONS ................................ 51�
TABLE 21 �  IT ENVIRONMENT SECURITY OBJECTIVES RATIONALE RELATING TO POLICIES ........................................ 52�
TABLE 22 �  MAPPING OF SFRS TO TOE SECURITY OBJECTIVES .................................................................................. 53�
TABLE 23 �  MAPPING OF SFRS TO IT ENVIRONMENT SECURITY OBJECTIVES.............................................................. 54�
TABLE 24 �  RATIONALE FOR SFRS OF THE TOE .......................................................................................................... 54�
TABLE 25 �  RATIONALE FOR SFRS OF THE IT ENVIRONMENT ...................................................................................... 58�
TABLE 26 �  RATIONALE FOR USE OF EXPLICITLY-STATED REQUIREMENTS ................................................................. 59�
TABLE 27 �  FUNCTIONAL REQUIREMENTS DEPENDENCIES .......................................................................................... 60�
TABLE 28 �  RATIONALE FOR TOE SECURITY FUNCTIONS MEETING SFRS................................................................... 61�
TABLE 29 �  ACRONYMS ............................................................................................................................................... 67�



Security Target, Version 0.94 October 19, 2007 
 

Blue Coat ProxySG Operating System v4.2.5.1 Page 1  
' 2007 Blue Coat Systems, Inc. 

 

1 Security Target Introduction 
This section identifies the Security Target (ST), Target of Evaluation (TOE), ST conventions, ST conformance 
claims, and the ST organization.  The Target of Evaluation is the Blue Coat ProxySG Operating System v4.2.5.1, 
and will hereafter be referred to as SGOS or the TOE throughout this document.  The TOE is a proprietary operating 
system developed specifically for use on a hardware appliance that serves as an Internet proxy.  The purpose of the 
appliance is to provide a layer of security between an Internal and External Network (typically an office network 
and the Internet). 

1.1 Purpose 

This ST contains the following sections to provide mapping of the Security Environment to the Security 
Requirements that the TOE meets in order to remove, diminish, or mitigate the defined threats: 

• Security Target Introduction (Section 1) � Provides  a brief summary of the content of the ST and describes 
the organization of other sections of this document. 

• TOE Description (Section 2) � Provides an overview of the TOE security functions and describes the 
physical and logical boundaries of the TOE. 

• Security Environment (Section 3) � Describes the th reats and assumptions that pertain to the TOE and its 
environment. 

• Security Objectives (Section 4) � Identifies the se curity objectives that are satisfied by the TOE and its 
environment. 

• Security Requirements (Section 5) � Presents the Se curity Functional Requirements (SFRs) and Security 
Assurance Requirements (SARs) met by the TOE and by the TOE�s environment. 

• TOE Summary Specification (Section 6) � Describes t he security functions provided by the TOE to satisfy 
the security requirements and objectives. 

• Protection Profile Claims (Section 7) � Provides th e identification of any ST Protection Profile (PP) claims 
as well as a justification to support such claims. 

• Rationale (Section 8) � Presents the rationale for the security objectives, requirements, and the TOE 
summary specifications as to their consistency, completeness, and suitability. 

• Acronyms (Section 9) � Defines the acronyms used wi thin this ST. 
 

1.2 Security Target, TOE and CC Identification and Conformance 

Table 1 � ST, TOE, and CC Identification and Confor mance 

ST Title Blue Coat Systems, Inc. ProxySG Operating System v4.2.5.1 Security Target 

ST Version Version 0.94 

Author Corsec Security, Inc. 
Darryl H. Johnson and Nathan Lee 

TOE Identification Blue Coat ProxySG Operating System v4.2.5.1 

Common Criteria (CC) 
Identification and 

Conformance 

Common Criteria for Information Technology Security Evaluation, Version 2.3, August 
2005 (aligned with ISO/IEC 15408:2005); CC Part 2 extended; CC Part 3 augmented; PP 
claim (none); Parts 2 and 3 Interpretations from the Interpreted CEM as of 2007-01-05 
were reviewed, and no interpretations apply to the claims made in this ST. 

PP Identification None 

Evaluation Assurance 
Level 

EAL2+ 

Keywords Proxy, Blue Coat, Gateway, Traffic Filtering, Content Filtering, Transparent 
Authentication, Proxy SFP, Web Security, Safe Browsing 
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1.3 Conventions, Acronyms, and Terminology 

1.3.1 Conventions 

There are several font variations used within this ST.  Selected presentation choices are discussed here to aid the 
Security Target reader. 

The Common Criteria for Information Technology Security Evaluation (CC) allows for several operations to be 
performed on security requirements: assignment, refinement, selection, and iteration.  All of these operations are 
used within this ST.  These operations are presented in the same manner in which they appear in Parts 2 and 3 of the 
CC with the following exceptions: 

• Completed assignment statements are identified using [italicized text within brackets]. 
• Completed selection statements are identified using [underlined italicized text within brackets]. 
• Refinements are identified using bold text.  Any text removed is stricken (Example: TSF Data) and should 

be considered as a refinement. 
• Iterations are identified by appending a letter in parenthesis following the component title.  For example, 

FAU_GEN.1(a) Audit Data Generation would be the first iteration and FAU_GEN.1(b) Audit Data 
Generation would be the second iteration. 

1.3.2 Acronyms and Terminology 

The acronyms and terms used within this ST are described in Section 9 � �Acronyms.� 
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2 TOE Description 
This section provides a general overview of the TOE as an aid to understanding the general capabilities and security 
requirements provided by the TOE.  The TOE description provides a context for the TOE evaluation by identifying 
the product type and describing the evaluated configuration. 

2.1 Product Type 

The Blue Coat ProxySG Operating System v4.2.5.1 (SGOS) is a proprietary operating system developed specifically 
for use on a hardware appliance that serves as an Internet proxy.  The purpose of the appliance is to provide a layer 
of security between an Internal and External Network (typically an office network and the Internet). 

2.2 Product Description 

SGOS is delivered on one of several appliances manufactured by Blue Coat Systems.  These appliances include the 
SG200, SG510, SG810, and SG8100 lines of products.  Every appliance runs the same TOE software binary image.  
Differences in each model are to allow for different performance and scalability requirements in each customer site. 

Figure 1 below shows the details of a typical enterprise deployment scenario. 

 

 

Figure 1 � Typical Enterprise Deployment of the TOE  

 

The security provided by the SGOS can be used to control, protect, and monitor the Internal Network�s use of 
controlled protocols on the External Network.  The controlled protocols implemented in the evaluated configuration 
are: 
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• Hypertext Transfer Protocol (HTTP) 
• File Transfer Protocol (FTP) 
• SOCKS 
• Instant Messaging (AOL, Microsoft Network, and Yahoo!) 

Control is achieved by enforcing a configurable policy (Proxy SFP1) on controlled protocol traffic to and from the 
Internal Network users.  The policy may include authentication, authorization, content filtering, and auditing. 

2.2.1 SGOS Concepts 

2.2.1.1 Administrative Access 

Administrative access to the TOE is provided by the ProxySG Serial Console.  Users access the Serial Console using 
a terminal emulator over a direct serial connection to the appliance.  The Serial Console controls access to the Setup 
Console (used for initial configuration only) and the Command Line Interface (CLI), which is used for normal 
administrative operations.  The Serial Console offers a menu with choices for the Setup Console and the CLI. 

2.2.1.2 Initial Configuration 

The TOE must be configured using the Setup Console before it is installed into the client�s network.  The Setup 
Console is used to specify the IP address, subnet mask, default gateway, Domain Name System (DNS) server, the 
Console username and password, and the Setup Console password.   Note that in this evaluated configuration, once 
the TOE is operational, the Setup Console is no longer used.  Access to the Setup Console is mediated by the Serial 
Console and (in the evaluated configuration) is protected by a password.  Additional configuration and policy 
definition is done through the CLI by selecting the CLI from the Serial Console menu. 

2.2.1.3 Security Functional Policies 

After initial configuration, the TOE is considered operational and behaves as a proxy that, by default, denies all 
traffic.  To enable controlled protocol traffic flow, an authorized administrator defines information flow policy rules, 
which comprise the Proxy SFP. 

These rules can require authentication of End Users.  An authorized administrator creates End Users by using the 
management interfaces to create unique user accounts in a local user list.  End Users can be granted administrative 
privileges by defining access control policy rules, which comprise the Administrative Access SFP. 

The policy rules that define the Proxy SFP and Administrative Access SFP are expressed using the syntax and rules 
described in the Blue Coat Systems, Inc. ProxySG Content Policy Language Guide, 4.2.5  (Document Number 231-
02780). 

2.2.1.4 Explicit and Transparent Network Environments 

In order to act as a proxy and manage controlled protocol traffic between the Internal and External Network, all of 
the targeted traffic must flow through the appliance.  Arranging for controlled protocol traffic to flow through the 
appliance requires configuration of the organization�s network environment.  There are two kinds of network 
deployments: explicit and transparent.  In an explicit deployment, the users� client software (e.g. a web browser) is 
configured to access the External Network via the proxy.  The client software presents the traffic to the Internal 
Network port of the proxy for service.  In a transparent deployment, the network and proxy are configured so that 
the proxy can intercept controlled protocol traffic intended for the External Network.  The users� software is not 
changed and the user may be unaware that controlled protocol traffic is passing through the proxy. 

                                                           

1 SFP � Security Functional Policy 
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2.2.1.5 Deployment Configurations 

ProxySG appliances are deployed in two different configurations: Forward Proxy Deployment (or Gateway Proxy) 
and Reverse Proxy Deployment (or Server Proxy).  The Forward Proxy deployment is more common for customers, 
and allows a ProxySG device to apply policy rules for clients in a single area such as an office or local area network 
(LAN). 

 

Figure 2 – Forward (Gateway) Proxy Deployment 

 

In the Forward Proxy deployment (depicted in Figure 2 above), all controlled protocol traffic flows through the 
ProxySG, forcing browsers to access all Original Content Servers (OCS) through the ProxySG.  This allows 
ProxySG to act as a policy enforcement node before serving up web pages.  A layer-four switch can redirect all 
other traffic around the ProxySG.  In this configuration, non-controlled protocol traffic flows normally and clients 
are unaware of the existence of the proxy.  Thus, no client configuration is required after ProxySG installation. 
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Figure 3 – Reverse (Server) Proxy Deployment 

 

In the Reverse Proxy deployment, a ProxySG is associated with an OCS web server (as depicted in Figure 3 above).  
The ProxySG can cache and deliver pictures and other non-variable content rapidly, offloading those efforts from 
the OCS.  This frees the OCS to perform application-based services (such as dynamic web page generation). 

2.2.1.6 Protection of TOE Assets and Functions 

The assets of the TOE are the: 


